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Radius VIS | 46\ Radius W EIRZ 22511 1812
a5

. =} :H:
Roclus MRES | i x Radius W 8436 070, IRUH) 8128 (574 s
et DN i 3600
WEP 254 i\ WEP B 1. E IR 20 10 2 26 4> 16 EIFAF, IXHRT |

§ A2 64 ik & 128 f7 ) WEP,

AR [a

EIR HiR ME

BORFEN AL | BB R VFVTIRI G AP [RBBCR % 7 3 AL 8
(EG5200:64)

JE AP B& B DI AR A AR /45 AP B RS T, R ), RS T &L | OFF
Lt R A Z (B R AR -
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BEE THERE VAP 55 s

- | ¥ SSID #E RE=E MAC Hight

T WA b6:8c:9d:0d:bZ:d1

3] MAC it ==

- | = SSID ] REEE MAC Hiht
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Wi-Fi 2% ¥

PP AT DA I LR 25 Bk 5 4% e B O Wi-Fi 20 7 i

JE: EG5100, EV8100, EG5120 7F 1% & WI-Fi Client .2 fii, 1575514 Wi-Fi 0 L]# % Client .
o gSEEIESTRE”, i b LURINETH WAN 854, SRJEHECE M ES 5

~ s

&R [

E=ic] [WIFI

0O ‘ wlan0

router

WE 0

|
fiik [
|
|

Vi e EeE)

external

3.2.5 CAN

AT HFECE CAN 2%
1) EG5100 3 HF CAN (HJig) .

2) EV8100 % £F CAN.

{ CAN 1

A General Settings

set baud rate 100K

prirdl| i HRIME
BB RRR T HEREFE— T “100K”, “250K”,“500K” B“1000K”. 100K
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3.2.6 USB

ATE T HECE USB S35k, WSS USB 43 I A] Fi T TH % [ A4 T2 i B

fSFEUSB

ov [
ESRUSBEFFH & m

prirsil £ BRIME
Ji F usB B D) 42 DL S FH /27 A USB 2R T ON
Ja F usB H zh 7t | B U Al DLUE A /AE P AR T . 8 P e TR AE 48 N B A5 RS [E | OFF
% 1) USB A7-fif 455 1 2 B 3 X 5 Py [l 4
EG5200

|

usB ‘ =
FREUSB1 MR m:] Q)
FEUSB2MER m:] Q)

ERAUSBEZFER Eﬂ @

A USB OTGiEE
FEFUSB3 0TG m:] ©)

prirsil iR BRIME
Ja F usB1 AL U DL /2R A USB 1 M LI T . ON

Ja F usB2 FAL R U DA /2% USB 2 EALIE DI ON

Ja F usB H zh Ft | i Ul LUE /28 F IR I, 3 B e T mT 75 48 N B A WS¢ [ | OFF
% 417 USB A7-fith 15 4 s 1 21 B8 3 X 5 4y sl 44 o

J& F USB3 OTG U 4 A UL RS B /2% B USB 3 OTG £ Wi . f# USB OTG AE#% 17 1] | ON

microSD.
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UsB [ =4

USBEFIFHEZH SRR

USBEFIFHREE TH=E

R ik BME

UsB EIZNFHREH | o o BNy s, ok MRl o) s 1. -

2 (677 USB 51T T GERT, LED JFARG It Fea i e i 16D FEiE A JEELIT
T AT, IR T, TS BN E A, WIRAE LD — EF I,
RS T DU EA IR

3.2.7 VLAN

VLAN AR BN LAN, VP SAEE LAN J570 A M 400 LAN,  BLBZ> LAN BRI #E i .

J iRE }

iR feik VLAN{FIZ B8

2kt LRI VAN, 52 S FF0E 10 2.

A0
&R [ J @
we | |
VLANERIE [1 ]
pErEm [um ]
prem| [am ]
prirsil iR BRIME
R VLAN HI4FK 2
P NI VLAN TR . 78
VLAN FRid NI VLAN [RIARIE 1
& NE it MR B “ 7 sk, PLA Y
&3 BEBEAH ISR I, etho
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3.2.8 DI/DO

AT H T % E DI/DO 24 DI £ 1n] T2 %, 1 DO Al HFHEHI W&, MM Sl semt s, fakt
e g, FH PR LLKE 10 BC & DN DI B DO,

DIDO
J DIDO } s
#=5| PHY#ER, =1=]
1 DI false |__/|
2 DI false =
3 DO false |__/|
4 DO false |_,_/|
v L e A R R E B
DI
5| [1 ]
PHY#&E= ‘DI v
&= hﬁi v}
IR B ]
SEEEHE ARG ]
SEHENE [ Nam OF |
prirsil iR BRIME
=5 WRAIREIT S . -
PHY 55, Dl _
Ja H B )3 CUR /28 N D RE - OFF
(L MCHLE” B B ik, ON-OFF

v2.3.0 43/215



RobustOS Pro A4t B -5

@ rcbustel

prii iR BRIME
o HIF: DHEAJT- G A fid R i B
o UM AT HEA A
] T A B B v R T BRI TR R . AR 4TS Bt | OFF
R ORAR =D AP =y vl N R A
[ TPRAE MEEAN Count BF, BMEEME—S4. WERME, 7ETHEUERRIFME | 0
I il &% DI 5,
A R N2 LARFT I BN A Alarm On
RN A AR I B N2 Alarm Off

2 BLUARHE T EE THE R 27 BT 2 2

DO

Z5| {3 ]
PHY##5, Do v
TR {%—ng V]
Ea T, { (e v ]
AR — V]
FEHT {0 ] ®@
(Re5EE {0 ] ©)
dDIfhE El:j
HFEE [NONE V]
I Eiip% HIME
e BRVIERFS -
PHY A5 2 DO _
Ja H BT ) #4224 DL S FH /2% I DO, OFF
Rl R AT N B AWM a0, N “RmEcE” o “YRESE” 8 “BkeR” | m SR
pri =
o EHSF: mEHCPHIH
o KHESP: fRHECSPHIH
o ikl i B P AR B AR S S B e T
HEEBRIT AN Bt BB R BB, N CEECET L CARESET B “kel” | RHST
Rk,
o HECPHIH
o K: KPP
o ikl fi R AR K AR S S B e 1 T B
YGRS fa BN PSR RS N E—R7 . “EHESE” B %
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prii iR BRIME

B

*  fuJa: DO MPIRFEMGEHE Lk HRES

e m: DO EOAT EHF

e {%: DO #HATALHF
HERF WE DO ZHR 3 BN AL RIS (8] o 55— ANk A “IEIR” JEr=AE. i | O
(BAf32: 100ms) AM 0 2] 3000 (0=TCHEIRAE Rk -
PRIE ] WHE DO R HIIRFFIT (0] GREERAE/ZHOCPHEAE) o Hi/ER L | 0
(FAAL: s) FbAg et A, DO W EILERE. HAM 0 F 3000 Fb.  (O=fR#FF

I, HEF—EE)

WEARHEFIKSE . RS F KMy TS /4RSS "B AT | 1000
@ikt RESERK | . ARG AR, 3 I B i R e AR kA S B
i FREM T . RSP 98 FEE LS8 2 . A\ 1000 2 3000 Hi A .
(FAAZ: ms)
@Fkyt, PRk | BEE S SRR . e TR B R T S VR /AR S B /E i R] | 1000
W o FERKr AR, 3 e I T s TE R AR kP i U S o
(BAAI: ms) TRE R . R BRI IRE . M 1000 F] 3000 i .
HH DI fili & DO HPIRZASE L DI fih & OFF
R B S ] IE I R None
G

1) EV8100, EG5200 3¢ 44k Hi e,

=3 [s ]
PHYIET, lgﬁgﬁ vl
=SS HE B v
T e lE%E 4
Vet B v
B lo l @
= lo l(}
BDIgE m:]
sanE lNONE g l
I Eip BAE
e SRR TF 5, -
PHY f#i3k Relay gk HL A
Ja H R I3 DL /2R 0L 4k H s OFF
e AT N A LW B3 M RS L B ARHESE” ik = HLF
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prii Eiiip% BRIME
o EHCT: AkHZRKIERE.
o RHEE: ZRHASEIIT
B RAT N dk AR AT EARMRBRI B Bl N CRESE” Bk ARESE . ik HE
o EHLP: dkEbKiEERE.
o {RHCT: AkHZBEIIT.
WIUEIRAS faE BRI BEEPIRE. N “E—k” .« “EETET BCYRESTT | EHEE
kR,
o Hh: MHBEBIIPRE.
o EHLP: Ak bKiEERE.
o {RHCT: AkHZBEIT.
SERT WHE DO HRE T BN IEIRE ] o 5 — ARkl fE“AEiR” fE A . A | O
(BA47: 100ms) 0 #3000 (0=JCHEIRAE k) -
LRI [H] WHE DO RS IRFERS 0] (HRZERAE /R AEAE) o S¥fERfa | 0
(B 5) IEFSFE e R, DO K I EEME. FI A 0 33000 #b.  (O=f#F
HIF, BB N EE)
i1 DI fih & DO HPIRA @ L DI fil & ON
g K- H U R I AR None

HE T A5 DI/DO # M FPRA . B il LSRR A DI it #as . sy BEID %401 LA B4 DI 1 5K DI 2
ERARERGHE R, AT SR . 2ot B 4] DA D PR P A o

DIDO [ o) }

%3 Name B s i

1 DI Low Alarm off

2 DI2 Low Alarm off

DI 1R
DI 23R B

5l Name z:R g {iEe Rk SRR
1 D03 Low
2 D04 Low
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D04 &3

3.2.9 B0

ATHTRE R OSE B TRESCREAE O, A DUHRYE 7 Zd B A RS232 i RS485 BY, RS422., Hi 1T
AT LA 1P B R B 1P BRSO B ATEE, R RIE T R Tk W AT A, AT SE BB RS B A
HirIIhRE

=]
J ET) } wE
~ BOgE
#3l 7| |=9:] Type R RIFEE
1 com1 false RS232 115200 =& Z
2 comz false RS485 115200 it |Z|

v ot (D g B P OB B

~ BROMMEE
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m |com v]
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WIE 115200 v|
HEL | v
B 1 v
Rt T v|
iz T v|

v2.3.0 47/215



RobustOS Pro #4117 5 @ r@bUSte|

prii iR BRIME
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Ja B IR LA /A e B AT s . 2IRES N OFF B, B3 AT 3

ANTTH OFE
it M “RS2327 , “RS485” , “RS422” ik FE.

VT JLITURRAR B4 S R, RS232
R M “300”7 . “600” . “1200” . “2400” . “4800” . “9600” . | 115200

“19200” . “38400” . “57600” Y “115200” HikHF.
LG/ DA M “77 B “8” ik, 8
EAIRA Mo“1” B3 “27 ikt 1
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ik CFEAL” AE SRR, R CTCP IRSSER T RN, B W R PR

S v]
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e Ic
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|

|
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~ BRSERE
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FE “Modbus ASCII (X2 1B NN HFE R, 1

“TCP MR S5as” AE B, BT

AR |Modbus ASCITRX V]
Y {Tc PIRSE J

e | |
w0 | ]
#Keepaiive [0 ]

EFE “Modbus ASCII O AE RN R PR, 8 “UDP” fENPET, & HW

~ R5EEE

RARAEE ‘ Modbus ASCIIRI2 y ‘

MY ‘ uDp v

AHpIP

i

RS aEibnt

[y

prii iR BRIME
A M “iELE” ,  “Modbus RTU 3% B% “Modbus ASCII 5”7 HRiEAT | iEfE
P
o EAE: WKL IE IR HAR AR AT AR i 2 1 R AT
e Modbus RTURKE: ¥ Modbus RTUEHE ¥4 #: Ny Modbus TCP%L
PEIERIEH E, RZIVR
*  Modbus ASCII (2% 52K Modbus ASCIELHEF4 #: yModbus
TCPEUE H ik 2, RZIMA
73 M “TCP B 7« “TCP RS #%” B “UDP” rhibfTiEFE. TCP % )7 ¥ty
TCPZ J ity Wa‘éfﬁiﬂjmpgﬁﬁﬁ%, JABITCPAR 5 28 TCPI%EE . IRSS
%%ﬂﬂijtl_.lﬁi‘s’i% IP Flim 44
o TCPHRS-HS: WIRAEATCPIRSS %%, MWk BHTCP F im (1 a1
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AR 45 A% Huhk iﬁu)\ﬁ%tlwkﬂaﬁﬁlﬂﬁDﬁﬁﬁﬁﬁﬁﬁﬁﬂﬁ%ﬁﬁﬁﬁﬂﬂm IP HuhikBlde | 2
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R 5 A i 11 i N FH T B2USC AR AT E5E 19 IR 55 2 TR 8 7 it 11 =
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A [ @ i N DX O J3 3k R 1P i 1 =
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A 1P @ Modbus | 7E Modbus 2 R4 HIASHE 1P, 7

A @ 7E Modbus 5N N {0 A< H i 7%

Modbus

Hi 11 Keepalive BN ORISR, A E R A & O ERA SRR, FrA & P | 0
ST

By RIS FILAEE 00§ AT RS .

=3l it Aix i) ERERES
1 RS232 08B 0B
2 RS485 08B 0B

3.2.10 ®BF

AKYTHTREE TS
1) EG5100, EG5120, EV8100 X Frili & (Alik) .

M

R Em @
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T+ 2%
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» HifRawData
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3.3 LoRaWAN

3.3.1 LoRa X &
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M “UDP Forwarder” .
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AT FE TR AL S Chirpstack —S4 A BRAC H.,
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ERE

J EllinE ‘ BEEREVH EE= Al TRRE

AERS i Ed= R1520LG FAIAE LoRa MEERSEEE (Chirpstack) .
IHERSBSIE-RIRM TS Chirpstack B9—245FR3EE,
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3.6.8 SSH
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3.7 RSt

3.7.1 ¥@Rk

ARHATREMTHAGHERMAELE. Bl “REHERS>AZGHERE” WA ARGHE.

J =4As

|

ST B2 v

Dec 19 14:
NONE, old
Dec 19 14:
Dec 19 14:
Dec 19 14:
Dec 19 14:
Dec 19 14:
Dec 19 14:
Dec 19 14:
Dec 19 14:
Dec 19 14:
Dec 19 14:

Dec 19 14:2
Dec 19 14:
Dec 19 14:
Dec 19 14:
Dec 19 14:
Dec 19 14:
Dec 19 14:
Dec 19 14:
Dec 19 14:
Dec 19 14:

g _slice_newd handle:
Dec 19 14:22:96 router
connectivity check due

22:96

state:
22:
22:
22:
22:
22:
22:
22:
22:
22:
22:
{"sn":"@9078422168082"
Dec 19 14:22:19 router
Dec 19 14:22:19 router
Dec 19 14:22:19 router
{"sn":"@9878422168082",
Dec 18 14:22:19 router rcms[666817: 28241219 134113.431 11 89870422168082 -»> PUBLISH msgid: 176 gos: 1 retained: 8 rc @ payload
len(97): {"sn":"09978422106000

Dec 19 14:22:19 router rcms[66681]: 20241219 134113.831 11 99978422168082 <- PUBACK msgid: 176
Dec 19 14:22:28 router rcms[66681]: 28241219 134113.831 11 £9878422108082 -»> PUBLISH msgid: 177 gos: 1 retained: @ rc @ payload
1en(92] {"sn":"@oA7042210808
: 28

19
15
19
15
19
15
19
15
19
15

router

NONE ,
router
router
router
router
router
router
router
router
router
router

router
router
router
router
router
router
router
router
router
router

BxdacabaebesCd

NetworkManager[1456]: <info> [1734589326.8892] connectivity: (wwan,IPv6,reg 5337) ipwé skip
to no IP address configured

NetworkManager[1456]: <info> [1734589326.8892] device (cdc-wdmd): concheck_update_state[IPv6], state:

dey state: activated, continuous success count: @, continuous failure count: 753
kernel; fec 38be@988.ethernet eth@: Link is Up - 1Gbps/Full - flow control rx/tx
kernel: br_lan: port 1{eth®) entered blocking state

kernel: br_lan: port 1{eth®) entered forwarding state

MetworkManager[1456]: <info> [1734589339.8623] device (ethB): carrier: link conmected
NetworkManager[1456]: <info> [1734589339.8634] device (br_lan): carrier: link connected
eventd[66178]: distribute event lan_port_up to rcms

eventd[66178]: distribute event eth_up to rcms

rcms[66681]: Func=iothub_ipc_handle, cmd: report

rcms[66681]: Func=iothub_ipc_handle, lan_port_up

rcms[66681]: Func=rcms_device_status_event, payload:

»"time":1734589339, "event”: "lan_port_up","data": "eth@","activelink": "wwan"}

rcms[66681]: Func=iothub_ipc_handle, cmd: report

rcms[66681]: Func=iothub_ipc_handle, eth_up

rcms[66681]: Func=rcms_device_status_event, payload:
"time";1734589339, "event”:"eth_up", "data": "eth@"”, "activelink": "wwan"}

rems[66681]: 20241219 134113.831 11 @9978422188082 <- PUBACK msgid: 177

rospam[1371867]: pam_unix{login:session): sessiom opened for user admin{uid=18@8) by (uid=8)
black_box[1371869]: black_ box argc=2

black_box[1371869]: argv: rl

black_box[1371869]: store_black_box, name:login;; dscr:web:admin, 192.168.8.18:59814,0k
rospam[1371867]: pam_unix{login:session): sessiom closed for user admin

black_box[1371875]: black_ box argc=2

black_box[1371875]: argv: rl

modemd [992976]: recy cmd refresh_cainfo from rmsg_blocking

modemd [992976]: recv cmd refresh_cainfo from rmsg_blocking

EIR

iR RIME

H & Z

MR, AERT S, T, EET, “HERR” PR MK | Debug
. BURKZOH gt B2 ARG HE.

SURY}

Hi

MR A NI H . i “&” R E AR s R, Flin
COREETIRKEE T2

FBI B

MCFBEHF” ., “sHb7, “108b7 . “20807 B “30807 hiEEAT | TEIRIE
WP AT LA PR L a] BR R ET L MR A s 0 H SR 2. WniRik
B TR L R A ORI R g H &

A ZAZE LLE R R G H S -

FL T ZAR T DURHT R G H S -
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AT AL E BT A . A R AT B SOM IRE R (RS, W] DU “ Hofh” gk mion Hat A g Bt

OpenVPN

J OpenVPN

A X509i8%5

IPsec SSH Web EEER Heiks

®)
FRUEH [IMI No file selected. l&
UEEE [IMI No file selected. l&
FASH [IMI No file selected. IIL
DiffieHellman=$8 [IMI No file selected. IIL
TLS-Auth®=$0 [IMJ No file selected. IIL
IFRREE [|MI No file selected. IIL
PKCS#I AT [IMl No file selected. IIL
r=E=a [|MI No file selected. IIL
OvpnBEE4 [IMI No file selected. li'

E=5]

M#E MR R

z5| XS XA EREENEE
I ik BRIME
FRAIES s s B P s P, R s O otk SR, -
UEFSSCAF v o R e s et AR D RSO B AR, -
A v o DB s e, s O S sc i BRI, -
DH 4] v o DEEE e py o, Rk D SR, |

TLS-Auth 2£4H

e o DEEE [y ) s auth 387300, UG Bk D S SN
%,

UEAS 813 wp ot DS g wii s SO, AR e D e SR |
%.
PKCS#12 1IEf5 ook SR e s pesw12 E RSO, ARG D gt S |
v2.3.0 169/215




RobustOS Pro #4117 5 @ r@bUSte|

xo
=2 N » N . N N N -
JERS S vty EEE g m ik s i So . R e D i BN
xo
Oven BEESCME | w o B2 g 51) ovpn W B S0, U2t O B c AR |~
xo
IPsec
OpenVveN [ IPsec I SSH Wweb Elne HEEH
~ X509i85 @
b llE-rowse... | No file selected. ] A
Tl [IE-rowse__. | No file selected. ] ok
FASH [IE-rowse... | No file selected. ] 3
R+ [IE.rowse... | No file selected. ] % 2
PKCS#12iFH [IMI No file selected. ]li,

%5l XHE b4 7 | R

#=5l E X iR

%5l HE s R EHR

#=5l HE A RN

A PKCS#12iF

%5l b 1 b4 7 x| e ENEE
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Rt 1 KSIMES
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3.7.4 WHEEH

AT IEAB S RGE, PR AR B A SO SR G . AN AN SO RIA g,
24, JFIRYE R GUHE o 55 B e i A T

| EHEE }

pog s | Browse... | No file selected. } St
I iR RIME
pais iy “HERPECHET UNPCHRIR BN R M, AVE i ERG i | -
R APIR .

3. 7.5 AL

MSCRE App SN FEMEMN A H O B BEE S A2 App, RIERFIRSEB RART . 221 App
2fE “HRS” R, mHEHARR VPN App %3 E N2 BT “VPN £,

WA N HEF S AMKE, BT XEHREZENER, TSR R E R MAER . IR eE RN a2 17,
HIEEN i o4 P

[ IRty }

TEEZ8IApplEE, i55ahttp:/www.robustel.com/products/app-center/.

A WS
St =t | ===
I #iid BRIME
SCF By ORI DANPCHREREIR AR SCE, AR R s i |
L PNLESS

R LA WIS R BoRfE LR AR . ity X DLEIERN AR Y

sl & 72 K i
1 linux-image-5.4.24-2.0.0 2.00 Running Linux kernel, version 5.4.24-2.0.0
2 rosp-core 2.1.21 Running ros pro core deb X
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HEIT ik

x5 WRRVIERIF S,

ZFR RN TR

TN IR R I RRAS .

IR BN RPIRES .

iR SR TR
3.7.6 TH

ABFCNHPIRE T =T E: Ping, A EREEAINRIRSS o

Ping

J Ping

|

HEEERER [ EE

IPitBiE l ‘
ErnE [5 ]
Enindi] [1 ]
&0 liﬁﬁ v]
prirsil iR HRIME
1P Hi N ping ) H AR 1P HihikEk H bRl ol
15K 18 5E ping TR . 5
FER I Bf [A] T8 7E ping & R AR 1
At 1p FREREIEE WAN. UK WAN 5L LAN fASHE IP. Null {83 | =
MIX =Nk B Shik FE A P .
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ED B AL A BpingiE R, H ER EoRTE N AHES .
B e AT 45 I ping 1K .

2% ER B
Ping [ SREIRE \ = BRI
St | l
BEEr [30 l
R [ 1 ]
0] 220 v
| Ei P HIME
H bk N Hbr P ik sE H bRl o
%44 FRE i RBRE. Rk kB RE, W R B EE bR, MK | 30
ABHE 1L R R
JER S s ] 5 7€ PR B S SR I 1
o HEPEH bR,
ED AL A Bhpingii Rk, HERE/RTE N HHES.
R A AT A5 L ping TE K.
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IR

Ping etz | EFE | S
&0 E v]
A [ ]
BillS=3es lmoo ]
Y E v]
s O
3
prirsil | #R HRIME
e | MR A 185 10 LUK P T e e 1 All
EH Tk A e 2 1P ik AR . =
e % = T B W AT L — IR 5 L 1000
s WA L “iP” . “TCP” . “UDP” Fl “ARP” HIHATIEFE. All
RE R EARAR ) G AR S -
ED L T = P Er
bl A IR RS . b igdl s, KRRV IR P ER—
ANFT H B

%3] X SR REESHE
EIR iR BRME
A RRLER & H S 1O E BRI AT U BEHR SR B A |

PR PR ENZOCH, RE Rl TERHE X TEREE, Bdild
MIER H B30 B Al ARAF5 A 3.
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A

Ping PEERmRES =5 | RS \

HehiEl Tk s
Speedtest
gt} #iR BAME
S AL, AT M R 2 B3k -
E Mz, RN, RS SR BoRTE E TR -
F oy A AT DA L PAT 24 R I -
R TR .
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3. 7.7 Flash Manager

LRy FOVF I8 BEBL A (TN A7 73 i, SRT DR RS 28 DA DR A e pek B A e 20 O 463 A S0t

L DT 7 DA A RS AT el A e R TR £ )

[ wE } s

S|
oo

R ESw

NERERS

RIS

i

IShess

AT R R

INEETFERRER

TSRS

IR E

FHILREL

FRERLRISEFA

&=

90% - 100%

482427.00 MB

19492

24.75MB

301

59

1.97%

154 Times

Normal

7456 MB

ImH SN fEX HETK =it

Data Read(MB) 128 0 128 83968

Data Write(MB) 128 0 128 52480
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AT

b ‘ [zl

MhEz manual

sl HiR FaNE ERIE SanlEHEn SAHIEMB)  SEREIEMB)

Flash Memory Tests @ Flash Manager

Item Description
AR = Manual: 2i&#% “F2h” B, s “IFaR” BT, ATRLSE 41k 25

Scheduled: fi ATIUE NI “IF4R” A1 “45R7 If(A].
] DAAEARATA SR ey “ 45l 444

T Gi st (] MNTTFEAETE, #%3: yyyy/mm/dd. hh/mm/ss. {5, 2023/04/24, 12:00:00
S5 [A] EINGERITE, ¥ yyyy/mm/dd. hh/mm/ss. i, 2023/04/24, 18:00:00

4
Al T PHIRK A EUBEREE 2R,
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3.7.8 RFEEH

SRR 73 F B T 2% il 55 48 2075 3

J IRsEE \
AT @
WAN [EERobustos Pro=E v l
LAN [EERobustOS Pro=E v
s [EERobustos Pro=TE v l
A [EERobustos ProSHE v l
EEEIEA [EElRobustOS Pro=HE v l
ER & RobustOS Pro LFIRZS | 3BT RobustOS Pro Fit & J&3d Linux Shell iR &
RobustOS
HH ; us y y y
Pro B HE
HHER = & X X v

3.7.9 ¥t

AT ZABCG HBECE S, 8GR MR BR 2 AT E -

SHoF

J 250Ut

ZHER

HEMSHIRETIENARE
aREREERE
XMLEEE A+

CEo
CEo

[ | e

=
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R Bk BNE

ISR H] | W D) BIRELIE )y “ON” » H5ICi SRR M AL E . OFF

B E

TR | Wk By “OFF UL AN TR T, oFF

XMLBBELSCHE | ) cioose Fie ) p st XML B S, 4R o Il g 5 |
N

A SHRET

awsmmwes [ [l @
mmzaee [ [l @
XM E 4

ET R R

TR OB | 2 U1y e DA I ShAE OFF

FIVEAE R | Wb Uil (el “IF” SIS B OFF

ISEHLE S| ik DB HLY “ON” DU BT oN

XMUBEESCHE | oo I ek e XL BB S, 485 6 D 5 ML |
Sk

EELEET AR RS ®
4 s
RELH RS ®

ER Bk A
REFELRTBITINS | 4 e F AT 24T IE AR B AT I B % BRI -
B el g D 1L 0 T 29217 1 B AR
) RCH g D 4 ) 5
WALt BRARE | o D e o BT RS
EEHR: BT B R B B b O SRR A
RH, FAFRARE. M BTN AL 1 A E2 BZ RS
"y
o Sy R G M B B B T R 26 7 A o e g
L RS 2R R, T A B U 4 HLR S R
W,
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SHER

BT [

SHEE

RS ®

=3l XitE A (ER ]

IR

Ej: 1P

BME

TRAF 9 1B R P B A
ES

FEIOIE R . BUAN, IR ER LTS, RGKERAZEE | -

RAF L

(- EREES

BEARICE SR RE R, BIARR KNS SO [E
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3.7.10 HpPEH

AT EEH AN, DR SE R K . AR RE RS, PR B B
JIRVE B A DL 7 19 8 iR AR

] R~ } BRAR ZEEe

A SudofFigEE

=3 ARE ¥

s T B DRI sudo FI T . e REE 14 sudo FIFT.

g [ | @
w | for
muES | | =
pringg| i BIME
WP BN ERIRENEH 4,8 /N aze AZ. 09, @,., - # SF1 | &
I 265 B N\sudollk T IHE G . HIR T BB K sudo I RLIS, ZikTie e | 4
Ne
SRk B NEERNER B B, CF N a2y AZL 09, @,., - % SHI*. =
FIAE P AT BT A %
HRAF [ memr | mewe
wErE | | ®
|FE5 [ ]()
D [ | ®
Wik [ |
prigi Hig BRIAME
B 4 NSOV H P 4,8 E T N a2y AZ. 09, @, - # SR | 7
IH 265 BRI IR Z Y. BRIMEDY “BHLR . =
B i N BT 0, RN a2 AZ. 09, @,., -, # SHI*. =
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prirsil iR BRIME
N ] PN BT RS AT R s
iRAR BHRAP { EiEmk }

RFId ae RME &

sl T A DRI @ . RS 5 AN

AFid [ ©)
22 B v]
Ars | | @
= | | ®
prirsil iR HRIME
A 1d WA, 5-32 FF/F, AT a2, A-Z,0:9, ,., @, - -
it MR R R IR UK
Vizg: FH RAEEE G TR Ch &
FH e F 2] DLPE 2R ) 2578 AN B I O 1 T B
4 WEAP AN FRN a2z« AZ. 0-9, @. .« -+ #. ST *, 78
0 WEBDEE 5 NMEFEN, R/ N aze AZ. 09, @+ .~ - | F
#, SFI*,

3.7.11 Debian RS REEHE

AATHFEHH 1) Debian BAFEL,
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J DebianESIRSEE |

APTIESE |update v]
BEwk [ ]
e [ ©)
pringg| iR ERAME
Apt 17N M “update”, “install”, “clean”, “remove”, “show”. F 1T % £ update

update: 5 #T apt..
Install: 222 apt.
Remove: %[5 apt.
Clean: /5[ apt.
Show: .78 apt %13& .

AR N B AR - -
(e %18 EZ “apt” mLSHL Hlin “-iEkRT 5. =

3.7.12 VjlalssH]

AT T A2 VT R H B A DGR E, 7 1P ik BB R 1K B A A e T I, Bk P
P BRA T 1) 52, RN SR Bt i B s AR BR IR M) 1P bk AR Th e«
VT PR R E R LIRET, ERET 7, BT HIEFRAEG S5 5

AT [m ] @)
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ER Wk BE
RERERE | AT R . Y
o 71— IPHLEE B o N B RO B T e U, P
PRGNSR | i, B0 s v 1~30. 10

itk i BR2NEY il ES HHE

ER TR BRIME
e 2t B )ﬁf&%ﬁ%’éﬂ, B BRI 8 % 0 7 T P -

3.7.13 g

AT EEM M, SARA R BT AR .

‘ BeEE }
%3] fate
1 Guest Z
2 User Z
s O g bR, SR FE.
190/215
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o |
#6  [Guest V]
R, WS (mm ]
~ Rt
N [mm /]
st [mm /]
B0 [mm v]
P I V]
oo [mm |
e v]
mE (e ]
~ 5l
BxE (o V]
waN [ /]
Ba (e v]
BEER o= v]
memE e ]
e B /]
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A R

REEE

Flash Manager

Debian &

A

TE

iR S

IEREESE

AFREH

St

\
-

0

iFf
<

\
0

/

T

<

b
i
<

|

i
<

71
<

‘N0
7
<

[r
|

/

i

<

- _ | —_— — —

5

<

DMVPN [,J; ]
PPTP B ]
OpenVPN [Eﬁﬁ "']
Lore [mm |
IPsec [,\11?2 V]
GRE [, i VJ

~ 5
mEERSE  |nE |
VRRP [Eﬁ; V}
wAS e v
sSH ;i v]
SNMP [Eﬁ V]
SMS [E{ﬁ V]
8 [ ]
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B H ik

P ZMOICIEVI . LI
R ZAERENE T, JoiRgw R LTI
A SR IA . SR LTI
:

1. fi 1] Guest/User fTAIK S E I,  “SHOCH” Thge AT .
2. 3 Guest AR “ORAFIFIH, FE..” WERNVIHE, Pl Guest AEOIKTEFHAZER “IRIFIF
&)EH ”» N “EE ” j&_’%ﬂo
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B = i Eapl

4.1 IEE W

4.1.1 ¥&% APN FEIRENER RS

AN BUNT NN TECE APN.  IEFIEREMCHAEAN SIM K, SRJ5FTIF Web B E T . 7E 3 TR
T, Hah “BROsie RSt 7 DU B e L E U

J B } oS AT,

A BENEREE

ESIME [S]Ml vJ @

iRl o NG

A KDl

sresmens [ [ @
sarmrs [ gl @

A BENMSHSE

-4 SIME HBiE=Stg [ Sl plEnR S
1 SIM1 B 257 4
2 SIM2 =E £ 4

st D g 1sp wrE 2L
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=3l [1 ]

SIM= ‘511«41 v‘

EFITEAPN m

APN

internet

e

A T v

EHIL S5

PIN%Z

MIMIATERS

Telnetiz[

o)

SRIG R “RIZE> WANSTERE” #431 WAN Fit & U1

J HERE \ et

HiR ZHl ik = Pt +-

WWAN 2= default wan 0 external b 4 X

s T B S B VR AN, R IR Rk, s ek S gy
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= I | ®
=T e v
20 wwan v
| |
w2 o |®
BUCERE  |external v|

1ML A2 W N A AR [

TS ESE

RAFIER G W 55 WAN BEER A2

J Ty } B

=10 i fiik e FAskIEX I -+

WWAN =25 default wan 0 external s [ X
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4. 1. 2 FiS TR

EG51xx SCHFIlEIL (5 AT AR M o 87T LI AR iy & SRIUM R HPIRAS . I BRI 24

SMS 4B AH LT 454

SMS T4 BB LT 454

1. A — 4% Fi;cmdl;emd2;emd3;..cmdn GEH TR EIESE)

2. HIERE R —2;cmd1;cmd2;emd3;...cmdn O 9 0 1 H R 2H ) FEOE SRS R IR AR I TR

3. WRER—H P4 BE;emdl;emd2;cmd3;...omdn CffFH X561 B R AL AR A EELE SRS R R EEAS I TR
E: AW RS EH SN AIEERM AE R AR

S A AV
Fl P 4 RIS WEB B BRSAR ] FH 2 4 R3S EAT B3 BREE .

cmdl, cmd2, cmd3 3] cmdn, 4R CL A HEIE, AR CL emd BIE Z 415 BiES W 5.1 4% CLl.
VE: MR Web 3% 58 R0 E XML SR, SMS 25l 4 1k 20 AT LA 5% XML SRR 500

3] “ RGSTES N> SHRESE” , b B g xvL ok, U5 o IEEMLL S XML Serk.

B gRERIE S [:m ®
AR m @

s | e | wsEs | = |

A SihmENt
———— - IO

EImEEEE m ©)
XMLEEE lgiﬁﬁl
XMLEEf

XML 774 :

<lan>

<network max entry num="5">
<id>1</id>
<interface>lanO</interface>
<ip>172.16.24.24</ip>
<netmask>255.255.0.0</netmask>
<mtu>1500</mtu>

515 emd:

set lan network 1 interface lan0
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set lan network 1ip 172.16.24.24
set lan network 1 netmask 255.255.0.0
set lan network 1 mtu 1500
1. 75 FR () AT T e RASMSH I Z AN i 4
2. fil:
admin:admin;status system
e A, H P4 N “admin”, %4 admin”, #5644 “status system”, 2 [ ) REE REL R SR
SMS received:
firmware_version = 2.0.0
firmware_version_full = "2.0.0 (60b55c0)"
kernel_version =5.4.24-2.0.0
hardware_version = 0.0
operation_system = "Debian GNU/Linux 11.3"
device_model =""
serial_number = 2204190667030003
temperature_interval = 53.0
uptime = "0 days, 00:12:06"
system_time = "Thu May 19 16:52:22 2022"
ram_usage = 392M/448M
cpu_usage = "22569s Idle/71405s Total /1 cpus"
disk_usage = 1.9G/7.1G
admin:admin;reboot
ek AR, P48 “admin” , %6954 “admin” , Zam AT EBMK.
SMS received:
OK

admin:admin;set firewall remote_ssh_access false;set firewall remote_telnet_access false

AT, F 4 N admin”, A “admin” , %4 H T 25 remote_ssh 3 remote_telnet 7 [t
FRR -

SMS received:

OK

OK

admin:admin;set lan network 1 interface lan0;set lan network 1 ip 172.16.24.24;set lan network 1 netmask
255.255.0.0;set lan network 1 mtu 1500

e A2 H, H P4 8 “admin”, %4 admin”, 4 H THCE LAN 2%,

SMS received:

OK

OK

OK

OK
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4.2 VPN Bt B~ H51

4.2.1 IPsec VPN

IPsec VPN #fi$h (AR 5543 i 125 7 Uity IKE A1 SA ZEULARCE AR
PC1

PC3

IpsecVPN-Server IpsecVPN-Client

WAN:58.1.1.1 I I

LAN

LSS

10.0.0.0/24 192.168.1.0/24
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IPsecVPN JR%%3%:

Cisco 2811:

Bouterrenzhle
Routergconfig

Configuring from terminal, memory, or network [terminal]?

Enter configuration commands,

one per line._ End with CNTL/Z._

Bouter (config) fcrypto isakmp policy 10
Bouter {config-isakmp) §?

suthentication
encryption
exit

group

hash

lifetime

no

Set authentication method for protection suite
Set encryption algorithm for protection suite
Exit from ISAFMP protection suite configuration mode

Set the Diffie-Hellman group
S5et hash algorithm for protection suite

Set lifetime for ISAEMP security association

Wegate a command or set its defaults

Bouter {config-isakmy) fencryption 3des

Router (config-isakmp) #hash mds

Bouter (config-isakmp) fauthentication pre-share

Bouter (config-isakmp) fgroup 2

Bouter (config-isakmp) fexit

Router (config) #crypto isakmp 2

client Set eclient configuration policy
enzble Ensble ISRFMP
key Set pre-shared key for remote peer

policy Set policy for an ISRFMP protection suite

Bouter {confiqg) fcrypto isakmp key cisco address 0.0.0.0 0.0.0.0

Router (config) fcrypto ?
dynamic-map Specify a dynamic crypto map template

ipsec Configure IPSEC policy
isakmp Configure ISAFMP policy
key Long term key operations
map Enter a crypto map

RBouter (config) #crypto ipsec ?
security—association Security association parameters

transform-set

Define transform and settings

Router {config) §crypto ipsec tranaform-set Trans ?

ah-md5-hmac
ah-sha-hmac
esp-3des
eSp-aes
esp-des
egp-md5-hmac
esp-sha-hmac

Router{config) fcrypto ipsec transicrm-set Trans esp-3des esp-mdS-hmac

ESP

transform

AH-HMAC-MDS transform

AH-HMAC-SHA transform

ESP transform using 3DES (EDE) cipher {(1£3 bits)l
ES5P transform using LZES cipher

ESP transform using DES cipher (5& bits)

ESP transform using HMAC-MDS auth

using HMRZC-SHZ auth

Bouter{confiig)fip access-list extended vpn

Bouter {config-ext-nacl)#permit ip 10.7. 0.0 0.0.0_.255 192 _168.1.0 0_.0.0_255

Router {config-ext—nacl) fexit

Bouter {confiqg) crypto map cry-map 10 ipsec-isakmp
% NOTE: This new crypto map will remain dissbled until a peer

and a valid access list have been configured.

Bouter {config-crypto-map) fmatch address vpn
Router (config-crypto-—map) $set transfcrm—set Tramns

Bouter (config-ecrypto-map) §set peer 202_100.1.1

Router (config-crypto—map) fexit

Bouter (confiqg) §interface fastEthernet 070

Router (config-if) #ip address 58.1.1.1 Z55_.255_255.0

Router {config—if) fcr

Bouter {config-if) fcrypto map cry-map
*Jan 3 07:16:26.785: %CRYPTO-6-ISREMP CN OFF: ISAEMP is ON
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IPsec VPN 2% i :

The window is displayed as below by clicking “E#lE M > IPsec > B#iE ”

TN = fik Mm% TR T +

Bz - SRR TN TR U5 N IPsec 2 7 i I 24

TR |

we | |

s | v]
e | |®

iy [ese v]

B [em v)
weFm | | ®
e |@

Kem  [mevt V]

st |zt v]

L Y P v|

mEgE [spes v]

T % |stat ‘]

PP [prs(v/A) /|
swiEsE (28800 |®
OPDEE |30 | ®
DPOSEREE | 150 |@
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WEsE  [apes v]
mEms (s |
KEDHS4  [DHgroup2 |
WEXE  [sk v]
PokEl | ]
mEDER (3 ]
mRDER (a0 /]
KEREEE (86400 | ®
mEgE  [spes v]
WESE  [snat V|
PFSE  |pFS(N/A) /]
swmEaiE 28800 |®
0PI 30 |®
0PDSREEE 150 | @

e, i ER R ke O (0 B AR AL

2.3.0 202/215
VZ.5.



RobustOS Pro #4117 5 @ f@bUStG'

4.2.2 OpenVPN

OpenVPN SZHF% /7 il P2P PAE I, BLT BL%R 7 b s o il 1
PC1

PC3

OpenVPN-Server OpenVPN-Client

WAN:202.96.1.100/24

LAN

Lwg

WAN:59.1.1.1

192.168.1.0/24
192.168.2.0/24

PC2 PC4

OpenVPN 5525

T S AE IR S5 S AL A 951K OpenVPN BETS, J£53% DL N ar & fc B IR 5% o«
local 202.96.1.100

mode server

port 1194

proto udp

dev tun

tun-mtu 1500

fragment 1500

caca.crt

cert ServerOl.crt

key ServerO1.key

dh dh1024.pem

server 10.8.0.0 255.255.255.0
ifconfig-pool-persist ipp.txt

push "route 192.168.3.0 255.255.255.0"
client-config-dir ccd

route 192.168.1.0 255.255.255.0
keepalive 10 120

cipher BF-CBC

comp-lzo

max-clients 100

persist-key

persist-tun

status openvpn-status.log

verb 3

T U G KA E G E, R BN TN,
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OpenVPN_Client:

5 “VPN>OpenVPN>OpenVPN”, U1 K7~

J OpenVPN 1 s

ST = fit gt wtibehi b

Hds 4 DIFCE Client0l, W RPN,

% 4 ]
CEEO ) o |
wE | |
wt (e v @
st (% v| @
w [uoe ]
e | |
“EED 1104 ]
s | J
ERED (1104 |
soxm [t |
RESR (% | @
wP (10801 |
e I P | ®
wEEmE (120 | @
waEMU [ 1500 |
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EFRESE

|

o
FEEENAT m

[0

HESESESREI

SRR [ ] @)

SEUR, By EERAT, AR © fERCE R R
4.2.3 GRE VPN

GRE VPN #f#h
PCL e PC3

192.168.2.0/24

PC2 PC4
GRE-1:
@it g “VPN > GRE>GRE” , i R/RUWIF.
FEH & PR/ GRE

GREEZBMRMATENY, EE—FIPEGIEMY, RIFRSNEHEN— I RESEEFFIE—NEEE,

J GRE 1 s

=3l =] {eid i P +

L 42, AR AR U7 S BE GRE-1 IS L.
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5.1 {4 & cL

AT (CLD R FRBCHE T, $L0E T M SSH ST telnet 4443 4 B i & S MU 53— Fhrik. 5
ST Telnet B SSH HEHEIR, NG IS AIBERD CBRUIFEE B/ B G LUSEA I PR B LR, 0 R
=

EES

Router login: admin

Password: admin

#
CLI #54:
#7?
! TR
add WS INfC B %% H
clear HEESHE B

config fic B e AE

debug P S B B A

del TR BC & 17128 5% H

do WEPATIZRE

exit B HicL

help IR CLEVE IR

ovpn_cert_get JHid http BY ftp %X OpenVPN il 534
ping ] X 8% ML A IETH S

reboot HFHPATR N E 3]

set WEARGNE

show WRARNE

status PR IEEBIT N RSE R

tftpupdate i A tftp B KT 4F B AT B S/
traceroute KfE¥% FHAHE B PR ERHT BD B 28 E L
trigger fiul R B AE

urlupdate  JEIL http B ftp 55T [ 44

ver EEERITEN
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5.2 WACE cu

RAG TR, ERERF DR ZSE R

e/’ ik
? AT “? 7 BMERTWER.
7K
# config (4%?")
config Configuration operation
# config (FZ 7 MEH+?)
commit Save the configuration changes and take effect changed
configuration
save_and_apply Save the configuration changes and take effect changed
configuration
loaddefault  Restore Factory Configuration
Ctrl+c [F I 4 T IXPIANEE, B TR B DhResh, IR RUE T TR
HBEREFP
AR W ARTENK 112 R T8 o
) 16 G B R B AR IR R A
il

# config (1% enter %)
Syntax error: The command is not completed
# config (1% 23 k% B+ Tab )

commit save_and_apply loaddefault

#config commit
# config save_and_apply

WESERG, N AZHNIX e & DUE % B A 55 AL
F: $RACH save_and_apply #275 HH [R]FIAE FH

5.3 FHw<

i GIAES Hiid

LRz MASH FTIT B AT 1T g

BN BB DR R SIS, WRGEEE A ARIEMA “EoR
izfT”

BE WESH FTfr B SR Rl A 2 B E AN A, ANFRZAEAET

n I BRI EBASHUN, 1 add RE XSRS HN

2E: MBIE I Web X H45 T # A BEXML X 1. i 4520 i L5 T XML R AF#% (.
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5.4 BECERH

HEAR CL iR MR RT3 e AN IR E R I A DhRE, SRR —IREEBUITA CU i, f)a s S H] —uk
I BEATRC B -

W

w1 BELATRA

# status system

firmware_version = 2.0.0
firmware_version_full = "2.0.0 (60b55c0)"
kernel_version =5.4.24-2.0.0
hardware_version = 0.0

operation_system = "Debian GNU/Linux 11.3"
device_model =""

serial_number = 2204190667030003
temperature_interval = 53.0

uptime ="0 days, 00:12:06"

system_time = "Thu May 19 16:52:22 2022"
ram_usage = 392M/448M

cpu_usage = "22569s Idle/71405s Total /1 cpus"
disk_usage = 1.9G/7.1G

#

w2 BREBIIMLLECL

# show cellular all
sim {

id=1

card =siml

phone_number =""
pin_code =
extra_at_cmd =

telnet_port=0
network_type = auto
band_select_type = all
band_settings {
gsm_850 = false
gsm_900 = false
gsm_1800 = false
gsm_1900 = false
wcdma_800 = false
wcdma_850 = false
wcdma_900 = false
wcdma_1900 = false
wcdma_2100 = false
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wcdma_1700 = false
wcdma_band19 = false
Ite_band1 = false
Ite_band2 = false
Ite_band3 = false
Ite_band4 = false
Ite_band5 = false
Ite_band7 = false
Ite_band8 = false
Ite_band13 = false
Ite_band17 = false
Ite_band18 = false
Ite_band19 = false
Ite_band20 = false
Ite_band21 = false
Ite_band25 = false
Ite_band28 = false
Ite_band31 = false
Ite_band38 = false
Ite_band39 = false
Ite_band40 = false
Ite_band41 = false

}

telit_band_settings {
gsm_band =900_and_1800
wcdma_band = 1900

}

debug_enable = true

verbose_debug_enable = false

}

# set(space+space)

cellular ddns dido email ethernet

event firewall gre ip_passthrough ipsec

2tp lan link_manager ntp openvpn

pptp reboot route serial_port sms

ssh syslog system user_management web_server

# set cellular(space+?)
sim SIM Settings

# set cellular sim(space+?)
Integer Index (1..1)

# set cellular sim 1(space+?)

card SIM Card
phone_number Phone Number
pin_code PIN Code

extra_at_cmd Extra AT Cmd
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telnet_port Telnet Port
network_type Network Type
band_select_type Band Select Type
band_settings Band Settings
telit_band_settings  Band Settings
debug_enable Debug Enable
verbose_debug_enable Verbose Debug Enable
# set cellular sim 1 phone_number 18620435279
OK

# config save_and_apply

OK /] DRAF N R AT RCE., iERC B AR
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ARER

AC Alternating Current
APN Access Point Name
ASCII American Standard Code for Information Interchange
CE Conformité Européene (European Conformity)
CHAP Challenge Handshake Authentication Protocol
CLI Command Line Interface for batch scripting
CsD Circuit Switched Data
CTS Clear to Send
dB Decibel
dBi Decibel Relative to an Isotropic radiator
DC Direct Current
DCD Data Carrier Detect
DCE Data Communication Equipment (typically modems)
DCS 1800 Digital Cellular System, also referred to as PCN
DI Digital Input
DO Digital Output
DSR Data Set Ready
DTE Data Terminal Equipment
DTMF Dual Tone Multi-frequency
DTR Data Terminal Ready
EDGE Enhanced Data rates for Global Evolution of GSM and IS-136
EMC Electromagnetic Compatibility
EMI Electro-Magnetic Interference
ESD Electrostatic Discharges
ETSI European Telecommunications Standards Institute
EVDO Evolution-Data Optimized
FDD LTE Frequency Division Duplexing Long Term Evolution
GND Ground
GPRS General Packet Radio Service
GRE generic route encapsulation
GSM Global System for Mobile Communications
HSPA High Speed Packet Access
ID identification data
IMEI International Mobile Equipment Identity
IP Internet Protocol
IPsec Internet Protocol Security
kbps kbits per second
L2TP Layer 2 Tunneling Protocol
LAN local area network
LED Light Emitting Diode
M2M Machine to Machine
MAX Maximum
Min Minimum
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MO Mobile Originated
MS Mobile Station
MT Mobile Terminated
OpenVPN Open Virtual Private Network
PAP Password Authentication Protocol
PC Personal Computer
PCN Personal Communications Network, also referred to as DCS 1800
PCS Personal Communication System, also referred to as GSM 1900
PDU Protocol Data Unit
PIN Personal Identity Number
PLCs Program Logic Control System
PPP Point-to-point Protocol
PPTP Point to Point Tunneling Protocol
PSU Power Supply Unit
PUK Personal Unblocking Key
R&TTE Radio and Telecommunication Terminal Equipment
RF Radio Frequency
RTC Real Time Clock
RTS Request to Send
RTU Remote Terminal Unit
Rx Receive Direction
SDK Software Development Kit
SIM subscriber identification module
SMA antenna Stubby antenna or Magnet antenna
SMS Short Message Service
SNMP Simple Network Management Protocol
TCP/IP Transmission Control Protocol / Internet Protocol
TE Terminal Equipment, also referred to as DTE
Tx Transmit Direction
UART Universal Asynchronous Receiver-transmitter
UMTS Universal Mobile Telecommunications System
usB Universal Serial Bus
ussD Unstructured Supplementary Service Data
VvDC Volts Direct current
VLAN Virtual Local Area Network
VPN Virtual Private Network
VSWR Voltage Stationary Wave Ratio
WAN Wide Area Network
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