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RF Chain 0 VB AR 0 A . 868500000
Frequency
RF Chain 1 B AR 1 AR 867500000
Frequency
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- LoRa Multi Datarate Channels Settings
Index RF Chain IF frequency +

B DL N LoRa 22 $idis il R il ¥ A

»~ LoRa Multi Datarate Channels Settings

Index [1 ]

RF Chain  [RF Chain 0

IF frequency [0 ]

LoRa Multi Datarate Channels Settings@RF Settings
gz L] ERME
Index WIRET 5, 1
RF Chain MG PRI AR B RF Chain 0
IF frequency AL, %ﬂzﬁﬂﬂ-sooooo-sooogq , HALN Hz. FFEEIE R 0
OANZ G STIEE % 0/1 B AN 2 B A% -

- LoRa Standard Channel Settings

RF Chain 0

[

IF frequency [0 ]
[
[

RF Chain

500KHz
SF9

Bandwidth

Spread Factor

LoRa Standard Channel Settings@RF Settings

HH L] RIME
Enable BT ) 4224 DS FH /25 FH ek I OFF
RF Chain TR PEG AIBE I RF Chain 0
F frequency i ONHLOHE,  B{H H-500000-500000, FAATA Hz. $F5E i iE o 0

O 5 B AREERS 0/1 1A oA 2 18] RS
Bandwidth IEFERTIER 98, B KHzo 500KHz
Spread Factor | I AN FIIEY B T KA B -%F BARER 2, /N SRl - X iy | SF9
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~ FSK Standard Channel Settings

Enable
RF Chain  [RF Chain 0
IF frequency |0 ]
Bandwidth  [500KHz
Datarate | 250000 ]

FSK Standard Channel Settings @RF Settings

BiH L] RIME
Enable RT3 L DR F /28 e T OFF
RF Chain TR PRI A B RF Chain 0
IF frequency T, HUE Y-500000-500000, HAN7N Hz. $F 5 0 0

O S SHIEE R 0/1 B QAR 2 (B RS -
Bandwidth AT E, B EKHzZ. 500KHz
Datarate W NBEHE AR, 5005250000, AL ABt. 250000
Filter Settings

ARATH T2 LoRa I JE AR 1 E .

GeneralSetngs __ Wrserings [T stws |
LoRa Filter -DFF

~ LoRa Filter Settings

~ Whitelist DevEUIs

+©)

Index DevEUI
Filter Settings
WiH i B RIME
LoRa Filter BT ) 4224 DA S FH /25 FH Gk I OFF
B AN A 4 B

Filter Settings

» Whitelist Rules

Index [1 ]

DevEUL [ ]
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Whitelist Rules@Filter Settings

TiH LA BAME
Index BRERT. 1

N ME— PR RRT . TR ZIIREE, B R T lora 11 RUKIE
RN SR 1) DevUl HEATILE

Hi

DevEUI

AT EE LA RN

General Settings RF Settings Filter Settings Status _

Model SX1301

~ RF package received

CRC Errors 0

Duplicates 0

Join Duplicates 0
Join Requests 0
Total Packets 0

RF packets received 0

RF packets received State CRC_OK: 0.00%, CRC_FAIL: 0.00%, NO_CRC: 0.00%

RF packets forwarded 0 (0 bytes)

~ Packets sent

Duplicates Acked

Packets Acked

Total Join Responses

Join Responses Dropped

Total Packets

Packets Dropped
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» Center Frequency

RF Chain 0 Frequency

RF Chain 1 Frequency

~ LoRa Multi Datarate Channels
Index RF Chain IF frequency

.A LoRa Standard Channel

RF Chain

IF frequency

Bandwidth

Spread Factor

-~ FSK Standard Channel

RF Chain

IF frequency

Bandwidth
Data Rate
Status
5 H KX
Basic
Model | 7R LoRa FRELA
RF Packets received
CRC Errors B RAEWCEI) CRC R IS Akt 8 &
Duplicates BN RCR ) SR L
Join Duplicates ST NERSCE ) B S AU SREE B R
Join Requests NSRS SIS SR AR B
Total Packets BN BCE ) S
RF Packets Received SR AT SR B S (R B LB
RF Packets Received State TR B B ROIRES
CRC_OK: CRC Rz 56 s h I H5 B IR A 4 L
CRC_Fail: CRC F2 56 R LI Bt L i F 73
NO_CRC: ¥ A &t CRC KU A B I H 43 b o
RF Packets Forwarded MRS 3 B Al 45 7 11 283 CRC RS R B4 A9 o

Packets sent
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Duplicates Acked

S R 3K HE T N S P R

Packets Acked

SR R N PR S IR B R

Total Join Responses

7R 3K F NN SR AR L 1 S R

Join Responses Dropped

SR RIE TN IR I S A R

Total Packets

R RIS R

Packets Dropped

R B R R .

Center Frequency

RF Chain O Frequency

LoRa {518 0 [ O A

RF Chain 1 Frequency

LoRafiiE 11 FH LA

LoRa Multi Datarate Channels

RF Chain

LoRafZiEZE 5| .

IF Frequency

LoRafi 8 (1 H AA %

LoRa standard Channel

RF Chain LoRatR{FiEZR T .
IF frequency LoRabm (S 18 [ H A % .
Bandwidth LoRabr{HAS 18 7 T o

Spread Factor

LoRatm A 1 A& HE A 1.

FSK Standard Channel

RF Chain FSKFRHEATE 2 5]

IF frequency FSKARAE (5 18 1) R AR o
Bandwidth FSKAR VHE {5 18 7 9 o

Data Rate FSK A 188 108 4 T %

SCRYRR AR v5.3.0 (2024 4F£ 7 A 10 H)

85/203



RobustOS 41t 5

@ rcbustel

3. 3 Packet Forwarders

3. 3.1 Basic Station

ERBE

General Settings Status Cert Manager

A Gateway Settings

Enable OFF

TLS Enable OFF

Server Address [ 127.0.0.1 ]

Server Port [3001 ]

Verbose Debug Enable - OFF

ERKE
Gateway Settings
TiH i BRME
Enable Ja B A N o OFF
TLS Enable Jet FH B OR PAITLS I35 A4 % o OFF
Server Address | T E R 55 127.0.0.1
Server Port W B RS s . 3001
Verbose Debug | S )44 LLJE FH /25 IR I . 5 FVEAR RS B OFF

Enable

AT T & 2411 Basic Station RES .

General Settings Status Cert Manager

-~ Basic

TC Status

Station Version

Package Version (Protocol)

HAL Library Version

SRS R AS v5.3.0 (2024 £ 7 A 10 H)
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g BB

TC Status FERERRIRE

Station Version | N TR RRAS

Package Version

MR R A .
(Protocol)
HALLIbTary | o e o052 S PR P LoRaWANAES s FTBRE R A
Version

Cert Manager
AT S BAEE SHEE R

A CA File Import ©)

CA Cert [ Choose File | No file chosen }m
Client Cert [ Choose File | No file chosen }m
Client Key [ Choose File | No file chosen }m

» Certificate Files

Index File Name File Size Modification Time

Cert Manager

CA File Import
B H HiH RME
CA Cert %5 %8 CAIETS . Null
Client Cert MR 55 4% 0 Bo 4 %5 F o (P E 15 Null
Client Key AR5 28 o PO 2t & i I AL Null
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3. 3.2 Semtech UDP Forwarder

EHRNE

A B %2 LoRaWAN IR 45 3%

A Gateway Settings

LoRaWan Public

o il

BR35EEHHE

BR&5E LiTim0]

FiamEERE 10
HitRIFER 300
IEX B A 120

[

[
BEEFTRO [ 1782

[

[

[

)

Verbose Debug Enable - OFF

HIBE

Gateway Settings
T H it B BRiME
Enable Jet FH B A o OFF
e Jet P . G 4 36 9 LoRaWa. ON
AR 5% g8 bk B RS A Hdk . 127.0.0.1
HD&%%%MT% BB UDP AT R 1 1780
WP T o s . 1782
PRUGIT TA) TR R | 80 B RIS AT 500 Ao s el 1 B 10
Gt RETIEIbE | 5 E et R . USIEE B la] b . 300
HELFBI B B) | ¥ B AT HdE B e s [A] 120
Verbose DEDUE | . i yyage sl Lt /A FTILHE TS, o VRS (2 Kt OFF

Enable
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R T 25 2471 Packet Forwarder [RPIRES .

General Settings

Status

» Basic

s

HiEEELRE (WHGRE)

RS EERS

» Uplink
PUSH#E&E
PUSHIEE R

A Downlink

PULLEEA X
PUSHEIEER
Status
TiH EX;
Basic
Status BRI 2 I LoRaWANIR 25
IR R RA (R | BBl s & 2SR .
A 14t 52 PR A 7R WA S BE T LoRaWANGES A R BR B FRLAS
Uplink
Push ##f A& ik MRS 326 B A 55 2 O B P B0 e B, B4 B R O S Ecds

it dEte.

Push Z{#f i

FEEHE 5 B s i AR AL 1 o B

Downlink

Pull K i%

WIRRIE RIS R BRI BOR, LSRR ik 55 45 O B L 1Y
M A0 AL R T o B

Pull £ 4z

TR MR 55 5% R B R 9% 1R e e R B A K
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3.4 %

3.4.1 B&H

AT R B S A A &0 T30 B 8% 4 B AR A A Rk E R E R
IR AR — R . B HES T (RIP) T2 N TN, [FRREE . il gaem
46 (OSPF) RIEHABHIERGHNHIE %, T KM,

A

ERTIEH

A Baismk
5l ik Bii= TRk Fax O B
B4, 7ERRME D RBINESE G . &2 AN 20 %
~ BSIEH
3 (1 |
k| }
B [1.1.11 }
FWME | 255.255.255.0 }
Mm% [192.168.2.1 }
g0 [lano
VID [o } ®@
BB H
prirbdi| i NN
=5 BREF T
i3 N AS I B R . -
H R B\ B B EHLELH 2% 1P L . 7
+ R BN H B ERLEH 2% 5 PR 7
5 iﬁﬁ)\i’Z%%#&E%EEfﬁ{r:“JMa‘éﬂ‘\]mi@iﬁo‘ WA 51% H R s
FERDAH VLT Y 42 S EUR e R 4 1M %
B0 I T PR B R R N wwan
VID 1 ANVLAN ID. 0K /RIZFVLAN ID, 0
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A A B RS

£ Eii FROiEG ZES i E=
1 192.168.0.0 255.255.255.0 0.0.0.0 lan0 0 A

3| 1

Baiir  192.168.0.0

FMEE  255.255.255.0
%X 0.0.0.0
BO lano

B2 0

3.4.2 BiKHE

AT R ER KA ZH, RS RE UG R ORI SR . S R Se Ve I E e 2 s
FARERIVIEIE, X Ptk B MAC skl BEAT I
il P > BikEE > EU8” SR
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~ EReE

TR (2D ©)
EEGARE [EF
e P

-~ iEE
BAEESSHAE

BRAFMSSHIARE
BAEETelnetihE
BRFTelnetihik

BAREHTTPIAR
BRAAEHTTPAR

BEHEEHTTPSKE

)

IR Pingigd

BRMESESRE

@

BHRvpn natZ§

atatatnl '1a)”

~ BE8
%3 sk Tt

LS e B S EAL IS E AR TR

+©

A BERRN

=3l (1 ]

it ]
mht | | ®

~ T
&3 iRBAE ) IEMACHE EfRHEkE BtME0 i +

FLT S AL E RN, WA 50 k. HEMMERUON “ ATl BUARON “ICMP” I, B LR
& CBL “aER” OB
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~ TR
|1 |
it | l
e | Lol @
mhwik | | ®
EMACihht [ ]@
ameise | Lol @
Bt | | ®
Y (23 ®@
e [E=

kP “TCP” , “UDP” B “TCP-UDP” YENTHMXE, &S RUIF (LL “TCP” PR f])

jOF -}

~ AR

®@

&
=
=2
@

ey | ®
EMACHEHE ] @
Bl ®@
Bl | ®
BiFen | ®
Y [Tce ©)
e [£=
TR P BRI
EHRE
J S ) DA FH /2 PR DG S8R0 ON
R BT YRR .
BRI I 98w o % BRTIEMNREENEFVINEREER, e | %2
(I v 4% o v
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o EFF: BR VIR CE VIRV FERE R, HE
(KI5 ) # R = 57

M BB I B KRB, BRI T AT

VLAC. KA N5 Frid B UL ae, MPAT AR R (

7y EHEEHER) -

2R i\ SRS o R - BUROARSHENT K. £

o EF - HRBoEIRIFmER.

o 4 - HEEOAUEL. MER, SEFAME, EHHEERK
A& BB B R

2 HpE AR B KB, ek S AR N\ BE 1 A U AT
VLHC . Qi RBeA BN 5 i s UL AS, AT AR B4 (&
Iy IRAEEERD -

A N SRS o KR - HUROAREHENT 5Kk, w2
o I - AR CELIFMER.

- B - HAROAUEIL. MR, 5SEFAR, ELHERK

15 F AL R
Ik
: ZHI LU A /4% k. AHE, i ) :
PR SSH 51 AU US F AE R . HAE, o vr BB OFF

JIEIE SSH AL U Rl A 4 o

R I BaRE L 1A L. R, SR P
RIAAMSSHI | oot Som A AR % ON

v i R D) AL CUS /2 R, R I, fevF BB B H
HARETE et B FHELE Telnet G FE V5 M AW 4 o OFF

R U L D PR L. TS o v 73 O
A Telnet I | o Telnet 2k 1 4K B - OFF

LR A A, G, ot R LA
RIGEREHTIP VIR | e rTe s 1 A & - OFF

o B DI AT CUJE /2R R T . B S, S RN S A
JRFAHE HTTP 3 JFUE HTTP A b7 18] A i3 4% oN

LR A A, G, ot R LA
RIVEREHTTPS VT | o TP SEfeti 1 A - ON

S ping P | Pl BBGHALLE FIARILA S, R, RS SRR |
B o1 oA L KM Ping iR

U A UR /28 I . BT, ARSI 55K
JA BE AR SS Bt | e JEZEAR ST M B A2 BT P ASREAE ] — S LA EL | ON
RE:7¢/8

vt PR R/ R . BHE, A&
J& i vpn_nat ZF WAN/WWAN U Zf#) VPN $#3C B 11 1P b & 20 LAN R 1% | OFF
%0 1P HihkFE R IE %

H4 5
] BIRRF T .
Eiiipay DAL B ASEZR SNIGE (b =
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PR H e — /N IR, FNSLUELE =
pur/i:5 |
4] WRET 5,
Eiiip AN I R B DU 5 MAC 25 5 0 0 PR 3 Zs
. R D) A2 CUS FH /2R FHUGIE T 8 YRR RE SO DhRE, YRk
VBs | W 23 R OFF
PR H e — /N imIR, N SLUEE. =
JE MAC Hi il feE— MU, HNFIE MAC Hililk. Zs
~ ra D) A4 DU A /AR IR . 8 A H be il e 3 ThEE, H
irthiigse B OFF
H Frit ik BNV AR BTG 1) B H bRk, AT PUR AR FER 1P W . | B
BT IR BT BN, ATk 45 L “TCP” . “UDP” . “ICMP”,
s “TCP-UDP” H{ “ICMPV6” . 43
K UWEREANTEE LRI iR, EREFE “2H7 -
BEEXTG AP I e, ik ‘R B CER .
o B MBI IEERS NMIBRES, AW MRS R
e St PE AR ENLZ AN T TG K £
o B3 YBUAIIERNS N BT B, AW EZBRET
B BEIH R B B R 1 ML 2 AN BT A IE RS SR
NAT

AT ®ES NAT #HRHIThEE, B35 DMZ.

~ NATHHF

ity 1 B SR T NAT

EHLIPHLLE [ |
mpwn | | @

imisIPHEhE

I EEREs0 FHIP FiE0 P13

~ NATﬁﬁ!

Btritit NATHEhE

+[®)] |+
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NAT Helper 4% 1 2% LAN F1 WAN 2 [a]f#] VoIP i@ {Z#ft 7 —/MiliE.
R WS kBE> NAT> NAT B E” . B S i R EE:

A~ NATEDF
®
NAT B3
pridLil i 77N
SIP I CUE /25 SIP ALG Thfg. Jo F DI RE, i A& 3% HH 4% LAN | OFF
A1 WAN Z [H] [ VolP 115 .

EHuptt | |

EIPiEh [ ] @

DMZ (Demilitarized Zone) , BUREE X, WARIEEFX . ©RN T ARG EE N K55 7S N 25 11 15 1]
FH P ASREVT In) P30 48 AR 5 A% TR R, T BESL I — N E R 2 R RS R RF 2 ML MHIX . DMZ FHL
SRR T W RS D v 4, oAt BT v AR H8 e Bk 00 190 1 P9 X =L

DMz B

IR Wi NN

Ja U LLS A /45 H DMz Thig. OFF

FAL 1P Hodk: By N P P I 5 DX AL 1P Sk

H¥

B 7] LU DMZ MBS A9 E41.0.0.0.0 REFTE Kt E AL 5 DMz

V5 P Huhl -

Hi

Uiy RS AR AE AV T T30 8 S, M2 I 5 iy [ ST 3] ) 50808 2 8 2 i 38 P I ) A 1P PR A3 1
Bl “PIgg > BkBE > NAT> 3OS E” SR

A IRCMREHE B
=3l ik TS TPttt [iEmE0 FipIp FithiwOl Y =+

BT o VN IR RS RN, B 22 TN AN 50 2% .
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= [ ]
| ]
TS TPiEhE [ ] ®
| | ®
msTe | @
O [unspeciﬂed
Mg | | ®
S I ]
wtwn | | @
iy [TcP-upp
Vit 11 B S 1]
BiH LB 2L
E] WIRERT T,
1P B NOOT S TR IR =
. SE X ARV A H 1P Hidik & 1Pve [ ENLEL LS, 25 AN PRI . N
iz 1P Huik 23
1 4n: 10.10.10.10/255.255.255.255 or 192.168.1.0/24
o SE XCRVEVT A A3 1P bk i 1T, 2 N ASPR il N
JZEFE U 1 23
#2: port[:port]
W% 1P MR ZZSHBENT, WS P AZRE . Fam, |,
B 10.10.10.10/255.255.255 &Y, 192.168.1.0/24 -
En| PR B AR AR R
X 285 iy 11 B NAMR T 0] ARV £ R A 11 Zs
At 1p i NS AR % B 8 W) v & 1 1P Mkl A2 1Pve bl 78
R Hh g 1 i NAEHE B % B PN TR 1) 7 6 TR e 1 =
il MRIEMFIM “TCP” , “UDP” B “TCP-UDP” Frik#%. TCP-UDP
NAT &, BIEE X NAT . ey “ P2 SET KIESNATSNAT BRI 7 BLE R DL 92
A NATHI €)
=5 ik B w0 Bttt NATittHE 4

sk RN E SGI
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NAT
= (1 )
it | )
wwn | | ®
#te0  |unspecified
Bamn | | ®
NATHENE | | ®
=
NAT Settings
by YA Bk
£l TRARFIRIFF 5
i3 NI NAT KU 4R 7
B NHE T XXX X OF XXX X XaXaXeX, XXX X/XX OF XX XeXeXeX: XX /XXX,
il XXXXXXXX OF XXX XXX XXX Xe XXX XXX (R HE , B null 7R | 2%
AR .
L e N R R . PR TR R R TR . unspecified
H ik PLXXXXs XXXX/XKs XX XXX XXX XX RS =% N B b btk . 7=
NAT Hiuhik Ploxoxxx B 2UIAN NAT HithiE . 7=
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%

Ipset #& Linux WAZH I—MHEZE, T LLHT Ipset SEHFE/FE . ARIERAAIRE, 1P 20T LAAAif 1P
fi. R%&.  (TCP/UDP) i1 MAC Hiuhik, 1 ZRRECEAIMALE, AT RIER % B 58T iR
HULAC. iy “PISBTKIE>ER” o HERUHER:

JEFIpset - OFF

FAIAG N\ 0
MACHIZEHR

I

MACHIZEIRE

IPimO7IFRIRE

it Bt i
FOLEFIIRAE

[

[ J

[
IPIOFIESR  [ip-port | ®

[

[ ]

[

A MACHIE (©)
G| MAC +
» IPIROFIE
=5 §71% P il

~ PEFIR
sl P

i 4= DA MAC 51)3% . B2 500 50 %% .

+[Q) +[&

=3 1 )
MAC [ ]@
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Huh = DL IP B3R B2 U8 50 2% .

» IP Port List

#FEl |1

J
TCP
J
1

i

%0

{
[
IP [ ®@
{ ®

i ORI 25513 . 2N 50 %%

=34
HH | $i8 | BA
RARE
J& i Ipset Ul DUJE /25 Ipset 1R T ON
BRI\ H N SRS M “H2R2” B “HE4e” HhHTIRRE. ez
o R . AR EZITERNERGK, HEFEMAC/ 1P
[/ W4T R F1R M E LR
o R4 AR EF A NERE R, HFEMAC/ 1P
/ Net$2 2 B2 (1) ENLR S
MAC %13 4 1 N MAC FIRMNBIK. ACFRAAE T MAC
MAC 51| R4 AE M 42527 B “HE4e” TR T IR SR s
o Bz HUBLINFINRES NIRRT, ARSI ETE E R
K, (HRFFEMACHZER T EHLERS
o 4 UBUINHISEES NIRRT, AR A G
K, (HRZTFFEMACHIZER T EHLERS
IP ¥ 144 FK ENIPYR I FI R AFR . A SCRFf AN A0 ip-port
1P 3 A M 42527 B “HE4e” R T IR SR s
o Bz HUBLNFINRES NIRRT, ARSI E R
K, BRI 5 R EHLER AN
o 4 UBUINHISEES NIRRT, AR A G
K, BRI 5 R EHLER AN
I £ 51 2 24 Bk NI HN R GFR . AR N2 50T net
W 28 31| R A M “Hs2” B “dE4e” TR TIR SR s
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o % UBUINMINRRONTEART, AR R4 A
K, HREFFA L5 A AR
o R4 MBI RRSONTESZIT, AR AR A
K, HREFFA L5 A MR -
MAC %)%
5l BIRERT T -
MAC HIN MAC Hidib. #aG: XX: XX: XX: XX: XX: XX sl
P i [ 51 3%
5l BIRERT T -
il M “TCP” , “UDP” HikF:. TCP
IP N 1P Mk 7
Uiy |1 f N3 15 o 7
28 1| =
#=5 BIREIT T -
I £ NI 44 /1P/1P B 7
H & SCHL
AT THECE B CH7 K IE RN
=
A~ BESGIN @)
=3 ik sy -}

e RN E SO . F RN 50 4.

BEGan

~ BEXEXIERM

EhS gy |
IR L] NN
] WIRRF T
Eiiipay B N I R SR K SR (A A o sl
R BN B RE SCIRTR . sl
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~ BENIPvGRs KIS

H & X 1Pv6 [ KRR
IR L] NN
=5 BIRRF T
ik B N I B RE SR K SRR A 3 o sl
Wl SPNEVEREip IR i

AT B 2B B AR
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i NAT wE B WS Bl
] #Hizg it iy A it o ittt Bifwibit
2l 1486 ACCEPT all lo ¥ 0.0.0.0/0 0.0.0.0/0 v
2 0 ACCEPT tep lan+ * 0.0.0.0/0 0.0.0.0/0 v
3 0 DROP tep lan+ * 0.0.0.0/0 0.0.0.0/0 v
- 617 ACCEPT tcp lan+ * 0.0.0.0/0 0.0.0.0/0 v
5 0 ACCEPT tcp lan+ s 0.0.0.0/0 0.0.0.0/0 v
6 0 REJECT tcp % x 0.0.0.0/0 0.0.0.0/0 v
7 2 ACCEPT tcp i & 0.0.0.0/0 0.0.0.0/0 v
8 0 DROP tep ) o 0.0.0.0/0 0.0.0.0/0 v
9 0 ACCEPT tcp o % 0.0.0.0/0 0.0.0.0/0 v
10 0 DROP tcp * * 0.0.0.0/0 0.0.0.0/0 v
11 0 ACCEPT icmp & & 0.0.0.0/0 0.0.0.0/0 v
12 0 DROP icmp * * 0.0.0.0/0 0.0.0.0/0 v
13 0 ACCEPT all lo * =70 ==/0 A4
14 0 ACCEPT tep lan+ = ::/0 /0 v
i5 0 DROP tep lan+ * =0 /0 AV
16 0 ACCEPT tep lan+ x 22/ 2:/0 v
17 0 ACCEPT tep lan+ & s=/a /0 v
18 0 REJECT tep ¥ * ::/0 /0D v
19 0 ACCEPT tep % * =10 ==40 v
20 0 DROP tep & * ::/0 ::/0 A4
21 0 ACCEPT tep & o ==/0 =10 v
22 0 DROP tep % % :/0 ::/0 v
23 0 ACCEPT icmpveé * A =210 =240 A4
24 0 DROP icmpvé & * /0 ::/0 AV 4
] Hize SR 7 TP N LiTh d iRt Eltwitik
1 0 TCPMSS tcp ”“ * 0.0.0.0/0 0.0.0.0/0 v
2 0 TCPMSS tcp = & /0 S0 v
~ s
35| HiEg SRmE g TP LiTh o it Bifwithiit
- Preroutingii
] Higg Btx 7 LD sk iR Bttt
~ Postroutingé
%5l #iEg BiF iy TP N Lt o it Bifwitbit
A FIREWALL_NAT_POSTROUTINGHE
35l #HigEg BiR g A Th o] it BifRitbit
~ FIREWALL_NAT_PREROUTING%
] iz BiF iy SN LiTh o itk Bifwibit

SRS R AS v5.3.0 (2024 £ 7 A 10 H)

103/203



RobustOS A1k i 13 @ f@bUSte|

3.4.3 IP Passthrough

AT E IP Passthrough ik, AWK ST S IP Passthrough ThAERS, Zimiiss (Wl PO BIT A
DHCP Client # AR fF R BI AR B A LAN Ho AR K MIIL E5 )5, PC ¥ H 3K E1ZE 7 /i
[ 1P kAT DNS IR 2% 2e k.

Y

1) IP Passthrough ZJGEL)GER GE 7 HE— 1N 25 FE L R i tif-»

2) EHZI)EE, FHEEE 7 H B WWAN, 417 #EES 77 218 B 4 None

Hd; “PjZ& > IP Passthrough > IP Passthrough ” , L{/i & IP Passthrough /55,

~ SIieE
o @
JE: IR T R WWAN, & REEIE B T

3.4.4 PPPoE M

AH T 1% B PPPoE MR ThEEH 2S5, 28 F ML IhRE vl SO FF P %8 1d PPPoE 15 7 UFREL
WWAN [1] 1P Hdif:

K (E/HIZIIRE, RS I N WWAN, 25 (655 75 22 1% & 4 None

Hit; “PJ4% >PPPOE BFEE > PPPoE BFEE” . LI/ & PPPOE BFEELFE.

W B E @PPPOE HH#2
i B NN
Ja ] J& i /2% ] PPPOE i IhAE - K
EPREZ N EE X P4, HT S5 AERE 1P Hitik. 7
&G N EE LR P 0 LA D, FH T S B il AR AL 1P ik 7

AT &G PPPoE MR A

YRR A v5.3.0 (2024 £ 7 A 10 H) 104/203



RobustOS # A i B 45 @ f@bUSte|

povorins = I
Has

EFsRl Pt

ErinisiEE

2E: it “PEE >PPPoE BFEE > WA, HEE RIS TTIRE R E i 1P IR — K IE LT K

3.5 ERERHM

3.5.1 IPsec

IPsec (Internet Protocol Security) 7& —F 7. 1E Internet VHZE _ERIEML, BEWSLEPIA ENLLLZZ T
FORIE W I1Psec &2 M B 77 7], B I8 o oF o PR 22 A MR SR BRI S I R4 DART 1 N 2% &5
Internet X

By “RIWEEM >Ipsec> EH” LLLE IPsec ZH.

=1 BiE s x509

wEmE 20 | ®
HiALDHIEEAD ®@
CEE LS R o |
wEREER |30 | ®
wEmE s | ®
ERRE@HMN
iH i NN
R BEEARIIE, AR A8 a6 SRR — BN ) o SR ORI HCR |
BEI NAT (IR ARST 48, B NAT R DR k.
(041, DH 355/ Eﬁﬂﬁ%ﬁ%ﬂu}ﬁﬁﬁ/%ﬁﬁﬁbﬁlﬁo JEHR, BES LA R R |
s g S U A L R /A5 PG T0. TT 5 1Psec VPN (15 4
AI‘ [ =H
i S T OFF
. m‘iﬁ “_1” i” “4” R
N !__ré _
PR EER B R 1

YRR A v5.3.0 (2024 £ 7 A 10 H) 105/203



RobustOS 41t 5

@ rcbustel

0: WA HEEE, Bl SA #EHK/SA K.
1. WHEERMHEGER, BREERETHA.
2: iR IR HAEE R
3: 16 FFHIFTEN RAW %i#E .
4: FTENHUBMEE, a0 KEY.
Ja F & M5
W 47 B 1) 1) e NMEESRIBE . A P, 30
WS4 1] BN NZ T 1Psec 3 PS4 R B R IR 5
f&1E
s
~ BisigE
#m EE ik FE Enme i F T +

4= NN IPsec f%IE, FZ NN 6 4%

7l (1 |
e QI )
g | ]
mx | | ®
stmx | | ®
gt (heE
iy [esp
#ieFE | | ®
Apsn | | @
msTm | | ®
mEn | | ®
o P ®
HARE@RE
bgE| Vi B NN
EG] BIRRFT. -

SRS R AS v5.3.0 (2024 £ 7 A 10 H)

106/203



Robust0s #i /i sl @ rcbustel

EAREeRE

by YA NN
JE H S e LLUS /25 R IPseck%iE . ON
i3 KT IhIPsech% B FIFIA . &
ZES i N3zt viij I Psec VPN AR &5 2 Hihik . 0.0.0.0R /R AT AT Hbk: 7
- SUNTIPS i Nzt 3 Psec VPN 17 R 55 4 ik . 0.0.0.0F 7~ AT ik =

Ak “BEIE” B AR .

o PEIE. — A TR MBS B A 8], BRSNS S AL
s REL. b&iE

o B T2 A B S B A 2 TR T AR, A AR AR B
# Z B SN ) TelnetiE H2 .

Ak “ESP” B “AH” fEN AL
e e ESP: fHFHESPHIY ESP
o AH: fEFHAHERMY

i N IPsect S AS 7~ W L L AIFERY . A3 5~ PR, {51 4

G 192.168.1.0/24. =
vy | AN IPsect I AR 1, 40 tep/443;udp/1701
ARIEEE WP HEA NS, A %FEI/iEﬁn”ﬁm;{ﬁﬂ”ﬁ CLAZAH A . v
B i a1 N IPsectRHAP A3z8 vty 1~ W Motk FEDD o 8 vy 1 #8545, 45120110.8.0.0/24. | =%
S i1 N IPsec B IRz v i 11 W\ﬂ %izu tcp/ﬁ4‘3 ;udp‘/‘1701 2
NS B, AR B3 ARG S B g 1 Z5UAH [
B BT PR T IPsec I HERS . Ny

TE IKE W B EOH, A IFRALERE “PsK” I, HHE/RUT:

A IKEES

IKE%® [IKEvi

Ul ey
AERE  (MDS
megiz  (3DES
IKE DH$E |DHgroup2
AiEsE  [PsK
PSKERL [

FHIDXE [2tA

FIZIDXE (B0

< - Buml-]l-R-B-Q-<N-

@

IKEFERIE | 86400

YRR A v5.3.0 (2024 £ 7 A 10 H) 107/203



RobustOS # A i B 45 @ f@bUSte|

MR AERE “cA” B, B ISR

~ IKEZE

IKEX®  |IKEvi

i E
NEA#E  [MD5
mEmE  [3DES

IKE DH#%4R [DngoupZ

EX®  [cA

saEE |

=g =gy =

@

IKEZERE 86400

MINUFRA LR “PCKS#12” B, R RUTR:

A~ IKEiZE

IKEX® | IKEvl
iRt | el
hnEsEE | 3DES
INER &

[9)]

Fe,

b2

[
<A-R-N-N<N-<

[
[
[
[
IKE DH$ [DHgroup2
[
[
[

IAEZE || PKCS#12
EERLES
IKEfZERIE | 86400 ®@

YRR A v5.3.0 (2024 £ 7 A 10 H) 108/203



RobustOS # A i B 45 @ f@bUSte|

MYGFRAE R “xAuth PSK” B, & LSRR .

A IKEEE

IKEXE |IKEvl
A ESTES
NiEsE  (MD5
messiz  (3DES
IKE DH#E  [DHgroup2
SME%®  xAuth PSK
PSKEZR | ]
sipioxE (2L
TEIDEE (i
meE | | ®
o | @
IKEGERIE | 86400 | @

MNIERALE R “xAuth CA” B, B HOERWT:

» IKEigS

IKEZ®ARl | IKEvi
mEEt | EE
I#Es% | 3DES
INEAE

IKE DH34H DHgroup?2

w

B

=

=
i aaa s

[
[
[
[
[
JAERE  [xAuth CA
|
|
[
[

ThiA%E
GISES ©)
&1 ®@
IKEZEME | 86400 ©)
IKE BB
| i BRI
IKESK Y M “IKEVL”FI “IKEV2” ik FE. IKEv1
P pe A = MCERER” A R FIEBRIKE (B 1) | R

YRR A v5.3.0 (2024 £ 7 A 10 H) 109/203



RobustOS #Ai i 5

@ rcbustel

. anRipsech$iE —uf IPHLHE A B ShIRELUY, Waiik
PRI NIKE (N BAAACH il 7EXAs
BN, HEH P AMEGIER, Haee I SAYE .
NN M “MD5” . “SHA1” . “SHA2256” Al “SHA2 512" i+
CATIETaES PSRN FIKE (4 & B13EH0 Phig. SHAL
M “3DES” . “AES128” . “AES192” Fl “AES256” HiEFEMN
BRI FHAEIKE (R B84 i
s * 3DES: fdiH1680 HI3DESHI % B i% .
M o AES128: 112807 IAESHI 5 55 . 3DES
o AES192: f#iFH 19217 FIAESHI 5 55 .
o AES256: fi#iH25607 IAESHI 5.
TEFEDH S 2H 87 FH T IKE (I 284 535 41 58 4 ) ¥ 7 1T 3E“ DHgroupl ™.
IKE DH4J-4H “DHgroup2” . “DHgroup5” . “DHgroup14” . “DHgroup15”. | DHgroup2
“DHgroup16” . “DHgroup17” Bk “DHgroup18” .
M“PSK” . “CA” . “xAuth PSK” . “PKCS#12” Fl “xAuth CA”
EREAUF RN T IKED i -
L s o PSK: TRFL=ZZ4H,
RS e CA: x509iFFiliE. PK
e xAuth: XTAAANRSZRIOY EIAIE.
o PKCS#12: AZHAFIEF5INIE,
PSK'% /] i \PSKZ 5 . i
Ak “ERIN . “Hhk” . “FQDN” B “FISTFQDN” .
o BRI BUAEFIPHLAE.
o Hiuhbe g FH AR A B HIPHHEAE JIKE PR HIFR R,
%1172.16.0.15%2001:1520::1.
A HIDIE Y e FQDN: Fully Qualified Domain Name, BJIEZ(IH4, FEIKE | BRiA
P HFQDNTE A HID; QSR X — R T, I,
@ E N, Witest.robustel.com.
* F/FQDN: FEIKEWRRE S F FQDNE A AHID; G Sk
FEIX LT, S NI A I A7 E@, Uitest@robustel.com.
Ak “BRIN” . “HbBE” . “FQDN” BE “FHSFQDN” .
o BN BRIAEFRIPHILE.
o 5 TR I A BRI I P B JIKE B R IR AR RAR, A
192.168.10.1. 2001:2110::1.
TFEIDZEAY e FQDN: Fully Qualified Domain Name, BJIERI84, ZEIKE | ZRiIA
i FHFQDNTE RIZARID; G SRk #RX —ik T, 24l
Zh @25 Ei N, fitest.robustel.com.
o HI/FQDN: TEIKEF R A FQDNAE A RRID:  an ik
PX—k I, NI A Ei @, Witest@robustel.com.
W B IEIKEY e A AE T (8] FESAIEHIZ /1, IKEB RS H BT I
|KE A7 B[] SA; HTISAEEST, ‘B ERIAR IHMHR—AN it 5 2 L EiE | 86400
538
N % NCARIIxAuth CATAIIE T FFARE 256D 7

ARYRR A v5.3.0 (2024

#7H10H)

110/203


mailto:如test@robustel.com
mailto:如test@robustel.com

RobustOS # A i B 45 @ f@bUSte|

H P4 i AxAuth PSKFIxAuth CAIAIIE I F1 44 el
2hG #5 AxAuth PSKFIxAuth CAYIIE T ) 2575 75

2 “BYERAMN >i1Psec> BRIl > HMIRE” FBGESR “ESP” B, SA WEERUWT:

#== (1 |
= o B
| |
x| | ®
s | | ®
|t (mE
i
swFM | | ®
Hmsan | | @
mEF | | ®
g | | ®
Wl (e ®@
m&ESiE [ 30ES
N [ SHAL
PFS# [ PFS(N/A)
SAGERE | 28800 | @
[EFIDPD m:]
DPDEE [30 ] ®@
DPDXIEE | 150 | ®
DPDENE =5 ®@

YRR A v5.3.0 (2024 £ 7 A 10 H) 111/203



RobustOS i B 45 @ f@bUSte|
BT M >1psec> fEiE > WHIRE” FRIPBGER “AH” B, SA ZETIRUIT:

%3l (1 ]
an QI )
ik | )
mx | | ®
sphmx | | @
gt (mE
Y [AH
HFR | | ®
Al | | ®
TEFR | | @
w0 | | @
wEgE (e ©)
NiEAE  [sHAl
PFS# | PFS(N/A)
sazERIE 28800 | @
[BEDPD m:]
DPDEEE |30 | ®
DPDEHEE | 150 | ®
DPDEME [== @
T I o |
it E A o J©)
S o |
N on [l
swam | | ®

YRR A v5.3.0 (2024 £ 7 A 10 H) 112/203



Robust0s #i /i sl @ rcbustel
SA B
TiH i LN/
MIE “Pp” Rt “ESP” B, Rk “3DES” . “AES128” .
T “AES192” BY “AES256” . HH R A EMRE R R SL 3DES
- AIEARAIE AR . DESAETH & — MEMETR R, A fIpLS B R
=172 M| 1% F 3DES
s M “MD5” . “SHAL” . “SHA2256” Fll “SHA2512” ik}
e UAHE B 75 97 P T SA T R B« SHAL
M “PFS (N/A) 7, “DHgroupl”, “DHgroup2”, “DHgroup5”,
PFSZH. “DHgroup14”, “DHgroup15”, “DHgroupl6”, “DHgroupl7” | DHgroup2
g, “DHgroup18” HikF%.
o Bt B IPsec SAIAFIEIN 8] o 241 p & S 1Psec SASHY, IKEXF{EA
Rt . ‘ \ N
SRR i 2 A L RUR R A 17 2 DB N — . | 250
J& FIDPD B U AL LS /A5 %3k T ON
W B AR E] o 40 S MK i R SR Bl IPsec {9748, I T % 1H] [
WA J5, DPDAFifilik . DPDJE KRN ZARKG I, HoAE
WG INIKE CIRARR X B2 3 ) R0 i A 75 2R R AN Ml 28 3
W FIPsectu i, DPDAI . — R Mk s e B 1Psec i FE R[]
DPDIE] L SR [A)EE I DPDRIBE A 18], K /K15 DPD helloBL.25 X ¥ 41 | 30
A Hh 2% vt 7F DPD A, [BI 4% Ff 8] Y A 322U B DPDAf N, ‘e EEA%
DPD hellofi,. {15 AsHh 2835 & 3% DPD hellofd#id £ K HAL 248,
REL, ATARUCRIDPDRIA, SR AN i L oAU, Kl FRIKE SA
FIFETIKE SAIPsec SAs.
DPD 4K I ] WEDPD CRACGTEARBI) SRR, #ir. 150
y “ ”» G A I:I‘ “@ 2 \ S < NV
— ﬂlﬁ;?\ , TEBRT B C“ERT, RSO, #ilk e
B 9ERT .
BERE
B DI DL R F /25 Rz . B, ZThRE S IE46P
S5
U L5 OFF
B UL CAR /A5 iz T J5 F R, RIS AR ARG BINAT
Jit FH 5 o) 2 T, Wamd s esp B dE AL TUDPE R XA BT 5a ARIR#I1E | OFF
B K3
THERBEE R B IR . BT IPsec) 15 & conntrack. OFF
Ja FH % i B U AL LS /AR % R T ON
TR ININEE 2 TPPPIEC B £ T, #%30: config-desc;config-desc, 2

Ulprotostack=netkey;plutodeBug=none

SCRYRR AR v5.3.0 (2024 4F£ 7 A 10 H)

113/203




RobustOS # A i B 45 @ f@bUSte|

&
A HTEE IPsec FIERRE.

ok

b7
A IPSeclEiEikS

e ik S G
~ RESHRS
%3 BRI it Byl e R
X509
ATHTEEMFANUE.

o = s = I

REg  [RE 1
SABR  [Default
MiEs (S | e a
wigirs || s | mamvs e
win ([ e paErs [+]
wirs ([ s | ame e
PKCS#12iEH || seEsess | st a
~ B3
3| T Ay SREREE
X509
pribl} i BRI
X509 B
FATTH HFESATT, M “Default” « “Manual-lmport” k%, Default
A HBAE A 8 B IR UE A AN BB -
X Sy E NIZE Sy e B TE A FRUE 5 SO RN B AR B as -
LA R R RIS AN BIARRET. -
CAIET LR IR HICAIE B R AR W& . -
PKCS#12 IEH HEAEPKCSHI2IEF A R A BIA R A . -
MEFCfF

YRR A v5.3.0 (2024 £ 7 A 10 H) 114/203



RobustOS /4 ik B 4 @ f@bUSte|
g BREFS, .

44 ERCSAREEIIE R AR 7

&L NUN SR RSO HTR N 7%

¢ JEAE LU ] SR A SGIE S R R (] 7%

3.5.2 WireGuard

A BT E WireGuard VPN 123, WireGuard VPN &—Fh 3T SSL I FFJE VPN R%5. AR TIL

LRI DI RE ] LASCHF 0 RO R 22 5 VPN Gl IE

i “VPN>WireGuard” % & WireGuard Z%{.

WireGuard

WS x509

e I

el |
PhunE | | ®

mwEgO | 51820 |

MTU (1472 |

% B @WireGuard
pril| 9% BIAME
J&t i WireGuard Jei F 824 F WireGuard . OFF
4 iﬁ\ﬁ%ﬁiﬂﬁ%%ﬂo A LA XS09 % B H A E R F TN, (HARE \ul
IP bk WO\ EE D RIPHIE . BRI Null
AW S 11 by N A T 1. B RE N A 51820
MTU LPNE Ve N ) )y N 1472
JE I NAT JE /25 NAT Zhik. B, 1P Ml i o8z D400 1P ik, | ON

w1t @ LA,

sl i

YN ZimEil Hihim FEITRIRILS

Fy A LIRS BE . BORTHON 200

SRS R AS v5.3.0 (2024 £ 7 A 10 H)

115/203



RobustOS A1k i 13 @ f@bUSte|

~ WimgE

z2 (1 |
min | |
o | |
wptsd | |
| |
gisn | |
seiFmomsE | | @
PR EROPRER m:] ©)
AR [0 | @
=l
it B B @ WireGuard
b ) BIME
=RV WRET -
Eiiiba B4 N30 i PRI R ol
YNGE! BINANH. AAABRNT . 7
L= 254 AT =5, EARNT il
2t L FNXTEE IP k. PAEA R EEREE K. 7
Uiy S ] BT S . AR B IERE K. 7
FOVFH] IP FINSCVRRY IP kb, b A RE A il
JE /A DIRE . JA TS, R D T 45 R 2% 50V 0 I 2%
P& ACVF IP Bl . W RVFEIMN 4N 0.0.0.0/0, JIZXAT4ETT | ON
K v B 9B R
e R ) iﬁﬁ‘;f\ﬁiﬁ%ﬁ%%?ﬁ%ﬁ@fﬂﬁ% (B . 0 FREEHZT) 0

YRR A v5.3.0 (2024 £ 7 A 10 H) 116/203



RobustOS # A i B 45 @ f@bUSte|

AAHTEBE AR WireGuard [FERIRE . i —47, HEERGER M RN B Bos e S Al T
VR

K& x509

A WireGuardfBEis

=53] ik o 2z | B IPHEhE B IPHEhE imll mEfiEF
X509
ARATH T AR S AFAHTAHH .
SERA
sam ([ amE | sA |
ERA
R
eamExt | wE | aw | s\ |
X509
IR ik HRiIME
X509 &%E
FEA ip o () UL A AL S
. b (e AT (0T SEAL 3R IR A, A8 o o (RN e A vl |
LESNFAB S RIA R A
A ity [ UL A A S
e B S 1 ERH 4 PN e s
— Sk s B (0TS R BIRC B Crr, 280F o AL |
L b N A S B A B 45

YRR A v5.3.0 (2024 £ 7 A 10 H) 117/203



RobustOS # A i B 45 @ f@bUSte|

3.5.3 OpenVPN

AFi T % & Open VPN 241 .0penVPN s& — MR RD 5T SSL ) VPN R4 . A1 % ) OpenVPN
ThRenT DS g S S 2 A (P ) B VPN JETE
By “REE M > OpenVPN > OpenVPN” SRt F:

OpenVPN s *x509

~ BiEiRE
=3l [=H faid [=E: 8 -+

~ BPEEsE
=T ARE +

A EFRER
=3l EH EHE EFRIPHIE -

ST BRIE % A T LU OpenVPN B, BTN S 4. HLESRBRIAY “P2P” , BRI

sl (1 |
S o Bl
ERIPV6 Cm
k| |
gt [pop ©)
nsEst (% ®@
i [UDP
st | | @

YRR A v5.3.0 (2024 £ 7 A 10 H) 118/203



RobustOS X HE F5 @ rcbustel

#ipp  [10.8.0.1 | ®
mEIP  [10.8.0.2 | ®
@EEREE |20 | ®
EEEmEE [ 120 | @
TUN MTU [ISCID ]
mEsn | |
BRENAT m:]
BSEEms (o @

Rk A N, HHOERIT:

S |

I

o Q)
(=
|

JREIPVG

sk
gt (s ®@
mes | |
B | ]
G | |
BEEFREES Cm ®
EFINAT m:]

YRR A v5.3.0 (2024 £ 7 A 10 H) 119/203




RobustOS X HE F5 @ rcbustel

AR T N, W BRI

= |1 |
on @)
e |
Bt [z ®@
iy [uoe

oL ®@

shn |

a0 |

BO%®  Tun

BiFAR | %

SHEER | 86400

® 00

siEERE |20

EEEHEE [ 120

S

e

TUN MTU [ 1500

mESH | |
S on ([
ERNAT m:]
DN ®@
AsesEs (o ®@

YRR A v5.3.0 (2024 £ 7 A 10 H) 120/203



RobustOS 41t 5

@ rcbustel

MR RIE R RS B, HHERWR:

#l [1 ]
= EON )
ST o+ |
ol )
et (BsE |« K€
g |upe
metE | ®
BAO 1194 ]
grxw  [Tun B
wipst [ Bo
G oFF
EFEME  [10.8.0.0 | ®
BEFERFIEER [ 255.255.255.0 | ®
SBR[ 86400 | ®
BABFEME |10 |
EEEREE |20 | ®
@EENEE | 120 | ®
TUN MTU | 1500 |
BESE | ]
S on [l
G VU S o+ |
RRENAT m:]
ASEEgms (o Bo

SRS R AS v5.3.0 (2024 £ 7 A 10 H)

121/203



RobustOS 41t 5

@ rcbustel

E= Loallsp: ik = il il N S T o7

= |1 |
an Q)
BHIPV6 Cm
| |
et (BsE Boe
iy [upe
st | |®
a0 [1104 |
BOXED  Tun
Bt = Bo
Fa i N o |
EFERE [ 10.8.0.0 | @
EFRMEEE | 255.255.255.0 | ®
ERWEER | 86400 | ®
BAEFEEE |10 |
EEEEEE |20 | ®
EEEmE | 120 | ®
TUN MTU [1500 ]
BESH | |
2 on [
S VU o+ |
LN on [
HSESE) (o Boe

SRS R AS v5.3.0 (2024 £ 7 A 10 H)

122/203



RobustOS 41t 5

@ rcbustel

2 “YEITR” W CBUCEE” B, SR F

= |1 |
-
wE | ]
Bt [zrm @
Y [UDP
o | @
w1104 |
stk | | @
sl | |
EOX®  [Tun
WAt [RESED ©)
mEEE  [sF
Bifg#E  [sHAl
EFinmEEE 86400 | @
EEEaE (20 | ®
EEaEEE 120 | @
TUN MTU [1500 ]
BEAE |

ERES
EHNAT
BEHDNSHERR

HEEE®A]

gl

: Bo

SRS R AS v5.3.0 (2024 £ 7 A 10 H)

123/203



RobustOS X HE F5 @ rcbustel

MIE T kR CEET B, WHERMT:

= |1 |
an QO
mt | J
Bt (=P ®@
iy [uoe
oL | @
w1104 |
st | | @
a0 | |
B [Tun
5 ©)
mRE | |
&8 | )
mESE  [BF
BHEEE  |SHAL
SHEER | 86400 | @
EEEREE | 20 | @
EEBEEE | 120 | ®
TUN MTU [lSCID ]
BESH | |
hAEE | |
2 on [l
TN on [
B DNSIEE m@
BSESEA (o Boe

YRR A v5.3.0 (2024 £ 7 A 10 H) 124/203



RobustOS X HE F5 @ rcbustel

B IS R EER X509 IEF T B, B ERIR

#l [1 |
e N )
mt | )
R Bo
Bl [UDP
rie | | @
sl (1104 |
st | | @
a0 | |
EER [TUN
BHEA [ X509iEH Boe
mEE  (BF
WHEESE | SHAL
EHIBEE | 86400 | ®
EEEREEE |20 | ®
EEBEEE | 120 | ®
TUN MTU [1500 ]
mESE | ]
WAER | |
U on ([
ERDNSIEE @
HEEss (o |« N©)

YRR A v5.3.0 (2024 £ 7 A 10 H) 125/203



RobustOS 41t 5

@ rcbustel

B BAE R 14 “XS09CA IETIRIETL” B, A R AT

w3l (1 |
-
g | |
gt [Erm |« K@)
iy [uoe B
s | | ®
w1104 |
st | | @
a0 | |
BOX®  [Tun
AR | xS0oiEEHI=E n @
mrE | ]
&s | |
mEEE  [eF
BIFEE  [sHAL
EHiEEE 26400 | ®
@EEIsEE |20 | ®
eEgmEE [ 120 | ®
TUN MTU [1509 ]
miEns | |
nEsE | |
ERANAT m:]
HEHDNSIHEE @
Asesma (o ®@

SRS R AS v5.3.0 (2024 £ 7 A 10 H)

126/203




Robust0s #i /i sl @ rcbustel

ranmackz [ ol @
Enable TLS Crypt Cm
EAPKCS#12 Cm
= | ®
HEHMKE @ OpenVPN
HH i NN
B E
£l BIREFT. -
JE H S EE D) F L DL H /45 OpenVPN S ™ i o ON
J& FIPv6 b ) Fe L DS P /2R FIPve . 78 7 it AN S RF I PV OFF
Eitipu i \i%OpenVPN 1 H#iR . st
it R “HZ)” B“P2P” B “E R B “MRSER . P i

AlE BT, R B MRS o MTLSEEIRE N “8”
TSR @P2PHR X | S ARREIGUE 7y A BN T ARG, H “&um” M “AR% | G
27 HEeH TX509iE 15,

WHEN TR, M “UDP” o “TCP& i ” B¢ “TCPHRSS#%”

il e ubP
Xtk @P2P A . e
—_— ar AN i | P I B 7E 5 OpenVPN S 4 . 7=
@7 P A0 N i | P 3B 1k BRGZE i O penVPN AR 55 28 1 38044 el
Xt it it ] @P2P A, N ‘
* e o N T Ui 2% 2% OpenVPN 8 B A T g T 1194
@7 P BN 3 B OpenVPN IR 25w ) M W it
I\ >y
Egﬂm @E U | 4o N R8I HLHL SR OpenVPN & RS 22 054 2
[\ >y il
g@”ﬁ” @F T | o\ 3t 3582 OpenVPN & 25 B2 U 1. 1194
a8
gl \ .
A UTIBIE @RS 55 | o0 vl s 2. o
=
W5 T i
" VT3 O @ % % A N A S 4T W O g 11 o 1194
=
b 11K EFE “TUN” BE “TAP” . TUNSTAPIIAS[E] Z Ab R TUNE 45 42 I 2% TUN
BB A RIS, T TAPAE DL BE B8 2 11 e 40l 1%
P4 BINTT “%5057 B8 “X509CATERL” PRI E T A 4 . 7%
BEhG T “25507 8 “X509CAZERL” PFPIGE T R, 2l
. M7 . CTIEZE” . SRS . “XS509CA” F “X509CAZE
s
uE 77 =0 7 o o

YRR A v5.3.0 (2024 £ 7 A 10 H) 127/203



Robust0s #i /i sl @ rcbustel
K BT F B (GEH PP L. A HE
FEUFHTHR 55 28 0T, M B PRI TS o

= 1P Sk D) Az UL /AR Az . B e, & e Wbk i A OFF
SREUEHLIP

A 1P NS H B RLIP 10.8.0.1

TR 1P A NI v FEFULIP 10.8.0.2
. 2001:db8:

A H 1Pv6 & T E Hipvely o 23401

- . 2001:db8:

23 IPv6 & T8 HIpvel o 12342

MK Z @IPv6 Ja FHIPvels, FINATRKE, KEM64%I112, 64

B it P 2% Vi R LR I 2% Hb bl 10.8.0.0

— g 255.255.2
B N £ Y 7 P R DL P X 28 s k- AT .
PV6 PN | PR S
s M “BF” . “DES” . “DES-EDE3” . “AES-128” . “AES-192”

Ul S Rl “AES-256" ik, BF

s M “MD5” . “SHAL” . “SHA256” . “SHA384” Fl “SHA512”

LAt MR - SHA1

BN E BBERS AT, SRR miEENSE. 10

=B 7 1) LB &I W T J5 =T R (1 A TRD 1] B o 86400

LR 16 5 A [ LB G T S IE A T W B ping i 8] 8] B . 20

(T BB VGBI I E] . 0 AR X BN IR P — BLOESEE T, g 120
37.0penVPNZE

TUN MTU W E FEE FIMTU 1500

By F BB R IE LB 1 i KN . 7%

RS HINTE “X509CA” LA A “X509CAZERS” BiF 77 s N FIFAEH S, | &5

R4 EZ?ZﬁféﬂuF‘ﬂ%/ AHZET . JEHJE, 2SR gE P EE oN

. BT DI A DU /2R %R 0. Ja R, S ERUUIR 55 2 HEE )

U DNS 1% NS Ay A DNS I 4652 OFF

Ja B B 05 | Ui DS A2k D, Ja S, AT LS B AEE AT oN

LANO Hi#: LanOHEAT M4

o AL CUR /2R ZIE T . A R, SRR 55 Ss HERE Y

o

IELEE NGBS I A . OFF

g B LR /22 ZiE . T RS 2B G, frEnte
\m‘ jﬁ‘

FREPIIE | e ok stz . OFF

=R BT A UL /2R FINAT (28 o bk 53 ThRg. TFRE ), OFF

8 AV 5 LRSS b B ek

YRR A v5.3.0 (2024 £ 7 A 10 H) 128/203




@ rcbustel

RobustOS /4 ik B 4
s HloglE B4, BUEO~11.
o 0: W IR E R
ERREISE T o 1~4: IEFEATHIEH] 0
e 5. HIHEFHRAWCRER
o 6~11: Hil(E BILH
F&W®E @ OpenVPN
AT AL DL A /28 P R T, 76 TLS 328 1) 368 38 Thl st AN I & &b
J& Fl HMAC B k3% | ) HMAC (Hash Message Authentication Code) AilF, PMEF4EEE | OFF
By 1 DoS Mt o
BT D) A2 CAJS /25 F TLS Ins5 0. TLSTLS Crypt J& —FiH
R TS Crypt T3 OpenVPN %4 P, UL REgEI0 %4 b OFF
BT DL /25 F PRCS#12 3IF 5. PKS#12, — ik
= LA PR, T FRRRA A OFF
J& i CRL BT ) #4224 CAS FH /25 F CRL. OFF
= - Vi & : . . .
A EE R PV P P e oFF
J& FH] Dup Client 1354 CUE /25 Dup Client. OFF
o 1P Hu kR D)4 DU /25 A 1P bk OR R OFF
£ T TE 7B N — Lo HA PPPHTURAL ) A7 £ o AN TR Ef S s
& IF
R

AFTHFAFH OpenVPN AT HERLIRAS

%5l fari® P& & infTHE] FHiap FHIPVE
A EFRE
%5 2HE [=4 (5 (11 wOs Elrpiiht EflIPve
X509
ATHTFSNERMERITE.
RY AR AR v5.3.0 (2024 47 H 10 H) 129/203



Robustos #9115 @ rcbustel
REEF (HE 1
e P
SAX#AER [Default
Wl R | R I+
B (R R |
nel ([ e | mmmm A
Tis-Authisd | RS A
Tis-crypt @ RN FEEETL I+ ]
PKCS#12iEH || I | SORBIERN( I+
A B
%3l X kA RIS IS
X509
TiH L Bk
X509 & &
TN BT 5 L OB B .
AT SN ITR, AT “Default” Fl “Manual-lmport” 3% . | Default
HRAUEFS P A P AR B -
EFS S WFAE P A BIAR R T -
A WA RABIAR R T -
TLS-Auth 4] IEFTLS-AuthH PSR A BIA -
TLS-Crypt %] EFETLS-Crypt# P/ A BIA B o
PKCS#12 1ETS L FEPKCSHL2UE T LA A BIA B -
EF A
] WIRRF T -
BELE LR L PR IR sl
SCAF RN IR G HT SRR 7
B 1B U Th] B b R SEIEAS I 1] i

SRS R AS v5.3.0 (2024 £ 7 A 10 H)

130/203




RobustOS # A i B 45 @ f@bUSte|

3.5.4 GRE

AT B GRE 3. GRE (Generic Routing Encapsulation) , Bl & i3t s, #i5E 7wl
— R £ W 2 S — R XK B V2. GRE PN R A AN AL B s S A RA
e 15 e 2

GRE
GRE
~ GREREIE
=3 BH R FlskpaisiE O T TPt af=

FA <= DAV IN GRE f5iE, fZ R[N S 25,

~ BEgE

3 |1 ]

=it

Jid

[l matE OFF

iz L Pithht

Lov

[

[
ek |

[

[

Lov

it g2l MOHERS
iR E P
EREARSH OFF
ERINAT
= | )
MTU  [1472 | ®
e (Tohe ©)
f% 18 ¥ B @GRE
WiH L NN
%5l BREFF T
e $ﬁitﬂﬁ\%%§%ﬂuﬁﬂﬂ/%ﬁ€|GREo GRE (i@)‘ﬂ‘%%?ﬁﬂ‘%) RS
356 IS A B 85 7E1P 19 45 v 2% R FC A 30 B0 €0,
ik iy NXoF L GREBSHE O H IR . 7

YRR A v5.3.0 (2024 £ 7 A 10 H) 131/203



RobustOS # A i B 45 @ f@bUSte|

JRI ISR A 7 S U DUS /25 IMF 2 I LAN OFF
ize i 1P Hihik T B GRERE T R Z8 s FL SR IPHiL L o 7
AR 1P bk T B GREFETE I A b K AP L L =
AR H B AU T IR | 1 B GRERRIE [ AR b B 407 I A &
REREAN 1P itk T GRERE T 128 I P RE AP L 7
PRV L ii?gggiﬁﬁﬁ/%ﬁﬁ@ﬁlﬁo JFEHE, Pra8dE R E il OFF
247 NAT ) u}% F/ZEHINAT (@%i@iﬂ’é?ﬁw . TENAT (1N OFF
ZEHbIE L) ISR, AR XA
& W B GREFFIE % . 7
MTU PaR  IN LT 1472
BRI WP E RS . Bll: WWAN1, WWAN2, WLAN, WAN. Unbound
R&

A H T E GRE VPN HIEBLRE .

BT

~ GREEBIRE
#=3l =1a0 P& FHbreithhh imeRTPihE iEiTHTE

3.6 R%

3.6.1 RGHZE

ATHTRERAGHESH, H R ENTfE” ThREBOA IR M AR BE IR St H &SR] LLIRAFAEAS L,
SR RIE RS H S BT RE H SRS S RE, ORI RE S

A BREHEES
w G

sasmA (B
FFHEE  |RaM ®@

YRR A v5.3.0 (2024 £ 7 A 10 H) 132/203



RobustOS # A i B 45 @ f@bUSte|

M D BNERE” B, ' OER T
=N - B

RS (Bd

BEGE  [RAM @
CRNmE m:] ©)
IR Cm ®

miEIpihht [ ]

w514 ]

RGHEHRE
i H i NN
JA M BB LR /A R 5 H S s B IRE - ON

jij:% «_‘Lﬁ%i/ 9 . “,f%“%‘» . “JE%D” . «%%» _E “%ﬁ: =92 . m

G Al £ 5 3 \ .
ARABICN | e o= B, 600 R 05 5 4.

i

Al “RAM” . “NVM” B “#5iil5 7 LR E RT RS H B
PRI E 7o RAM
K PER KN RIFR S H & FINVM

e S IR LUR /AT il Bl hit. AR, AR |
- HATLLRE R H B R

I $‘ﬁi_{;ﬂ%ﬁ#%ﬂ CUB H/A2HIGED. JEHE, FssaH & OFF
ANVIIY AN 58, HT 4% Syslog 2| RCMS.

MR LR BNTRE” ThRERT, ARG H B MRS AS N 1P Hudik .
TCFE 1P Hidik Pva/IPve HuhibaldE 4, A% 1Pva Hidk: xoxxx;
IPv6 Huhik: xoxoxaexoxex:x; E44: xxx.com.

Hi

R S IR RPN IR, MARSGH SRS SIS . | 514

3.6.2 HfF

AT REABAIEM. o] B NEEAEFHFEE, B LUE sMs sl i Tl AR E il

B Fit &ifl
A SHBHRERE
=3l A RIXSMS AXEmail DO Pl FEFINVM =
L i /IR

YRR A v5.3.0 (2024 £ 7 A 10 H) 133/203



Robust0s #i /i sl @ rcbustel

3 (1 ]
i | )
miESE | | ®
#iZEmail m:]
Emailititt | | ®
pors [N ]
poz3l [po1
DOBE [(ZET
pESCN o ElC
IR E @@
TiH YL BRI
E] BRRF .
ik By Xt G S S A AR 7
BT DT DU /AR P M T T R, B R A A B 25 LASMS
K i% SMS AR B AR LB E RIS S Y. fee BiE S TE “3.6.4 HHf5” | OFF
HiE.
1 Eﬁ;%ﬁ%?%ﬂ&%#%@%ﬁ@%ﬁ%ﬁ%o ZABIESIIER S G 4 .
P DUS AR R GE T PR S, R AEARB RS
K i% Email Email 1 0KE 58 A0 R 3% B 58 (P IRAS . F6 5T LT IRFSTE “3.6.5 | OFF
Email” Hi%xH.
Email H i1k o N TS @ A Rk, 22 AN MRS Hhhk 1 F 2 A% S B T . | 2
DO #% il BT U /AR e T . PSR, fi &k DO% Y . OFF
(5 15] NVM Eii@]?ﬁ%ﬁi%ﬂ%%ﬁ%/ﬁ—@ﬂ%ﬁtﬁlﬁo AR, KRR A RAR |

YRR A v5.3.0 (2024 £ 7 A 10 H) 134/203



RobustOS 41t 5

@ rcbustel

L aE

HREE

ERpl BN
BRREE
BRI
e R
SRR

(RE i
AwanBEDE
W B A
i
WANTIREEL:
WANISIEEH
WLANSIESSTH
WILANEIEESFT
WA ANTTEERETH
WWANEIEERF
IPSeciEiBsh
IPSeciSIERF
OpenVPRIKIEEDH
OpenVPNEIERE
LANER L ink Up
LAMECILInk Down
USHigEEEA,
USBBREER:
DONSEREED
DONSERRE
wiER
EHHRTESRRS T
DI 1 &E

DI 1 SR

D1 1R

ALL SRR
ALl IUEREE
ATL LR
ALl RERENE

o

OFF

SRR

OFF

g
=

O

LEERLE

gEEEE

..
™,
4

=]
bl
-

OFF

FEEREE

OFF

i

ARYRRAS v5.3.0 (2024 £ 7 A 10 H)

135/203



RobustOS # A i B 45 @ f@bUSte|

LS
A R EL A S TR
hiril]

EEESIIR o | ®

RSRP Threshold [0 ] ®@

HIKE @ Event

HH L] Rk

E5 R ERE WEESHERE. YLhERENTEERER, KiE& |0
A RCH S 0 KR kI,

RSRP Jiii & & 1H. WEE S RERE. 45Lbr R E/ N T48 % 1 RSRP BIER, |0
AR KG AR H EFHF . 0 KRR ML, 1ZIETE XS
5G %%,

B

“EM” AT AR SRR R AR . WAL E, IR R A A\ SR TR A, TR
7 “&” SREAERA UL Erocm . ok T T A, o e B T R A
Hdx.

YRR A v5.3.0 (2024 £ 7 A 10 H) 136/203



RobustOS # A i B 45 @ f@bUSte|

s | |

Feb 1T 08:07:41, LAN port lirk wp, ethl
Feb 17 02:07:54, WWAN (cellular) up, WWANI, ip=10.124. 13 248
Feb 1T 02:08:05, avstem time update

BHHiEx
HH TiBA NN
m‘iﬁ 13 RAM » ﬁ 13 NVM » R
(XA e RAM: Random-Access Memory [ifi /L 77 B 170 25 RAM

* NVM: Non-Volatile Memory & 5& 77 1ifi 25 -

N5 P W E R I e .k L, ks

\Tj“"““ > — = = . s o
i Mo BT RIS e M <8 5 B LA, Bads B

YRR A v5.3.0 (2024 £ 7 A 10 H) 137/203



RobustOS A4 Vi B 5

@ rcbustel

3.6. 3NTP

AT T % B AR I8P F1 NTP (Network Time Protocol) [ 4% B[] i3

NTP

~ BEgE

sxigE | ]

WK [UTC+08:00

@

~ NTPEPFIRigE

BENTPIRSE | pool.ntp.org ]
EANTPIRSE [ ]
NTPESER [0 | ®
ERMEHO (50

NTP
T H i Lo N7
X E
i X EREAHE X . i E: UTC+08:00. UTC+08:00
swE TR A AR R E I XM A, B XSO B« |
W ABE . A SZFFREBAFR TR, Blan “~7 . -
NTP B F ik B
g PR UL DL S /2SR . FFENTPE Fumti =05, A ON
- Y 4% SNTP RSS2 7 1] 145 2 Se Bl RE
\ N IENTPAR S 25 (P bk BR 48 4% . 1Pva/IPve b L B 42,
HI& NTP 5% 2% K30 IPvadtdil: xoxoxx, IPveHIE: xoxxixox:x:x:xe pool.ntp.org
B NA FINTPIR 55 25 FAIPHE L B 1 4% . Pva/IPvetubib slidsi 44, |
#JH NTP 5% 2% K30 Ipvadtdil: xoxoxx, IPveHIE: xoxx:ixox:xix:xe -
NTP T35 [ B NNTPZS i AINTP AR 55 28 B B (0] 2R 47 [5) 25 i 1R) BR e ) o 455 0
P T —ANNTP S HT I BA S HE4T T — VT, 0FR L — K.
T 2K WX 2 i 1] TR “ERINT B “lan” ERIA
NTP fR& 2 E
Joyee PRI DLR /2R AR & INTPR S5 a3 DhRE . SR F A OFF
H NTPZ /7 g B ] 5 A ¥ g4 A0 s 1] B s2 B[R] 20 .

SRS R AS v5.3.0 (2024 £ 7 A 10 H)

138/203



RobustOS # A i B 45 @ f@bUSte|

A PR A U % 10 2 5 1 3 A 1 25 6 ek et o 2 Ol ) T A 15 25 6 ) 5 e
3%

BN -

ZRME  2019-03-22 13:01:45

eBf@mdEl  2019-03-29 13:01:54

brEshmE 2019-03-22 13:01:00

3.6.4 %15

AT REMES . ABGESRFEAEEE, M DUREEE R R MG EA G 2R T
EIEHIKINE, B35 “4.1.2 SRR .

~ EEEEEE @)

s (I
NEX® (=60 ®@
BESH | | @
BRE&HSL  (GSM-7 ®@
REEERE
iH B NN
. F T DU /48 PR A5 A B oN

T FIREIVLT S, M7 B E A s # WA

PRI E A E E N S IR R, Lk ST o “H

W7 B “WEHE .

o E: A S WEBRE AR B T A A T REAT IIE . RS RS
AN “HP 4. W, el ;..

WIERAY He 1 RG> JER PR B E R E whY

o BT RAREREE S, AHEEN. mERN

“mRL mR2 .

o PHEEE. RRVFREEIE S, FNFEEY., HEAR
N R4 BN AL a2

AR TEGEERNSH, Hos G 2REN5HE.

IS JEr LRI B B, AL, =
Hmgmis & W “GSM-77 B “ucs2” GSM-7

YRR A v5.3.0 (2024 £ 7 A 10 H) 139/203



RobustOS # A i B 45 @ f@bUSte|

AR IR
A T IA 2 E  S5 R E ATA

HiZSH
[ ]
£8
L)
=3

SR
TiH BEE ERIA
HL i figr N—T] ABESOAS U 4% RO A 1 B T Zs
=5 o NS B 2
g SRS R . BN R R, IR AR £ BoR “oK” . | %
E3 B TR DL R IR A I 75 -

YRR A v5.3.0 (2024 £ 7 A 10 H) 140/203



Robust0s #i /i sl @ rcbustel

3.6.5 Email

AR R HA) R T WS D) RE SCRR R SIS DL 1R A9 7 3R & B E HOCrE N

=% (I3
BATLS/SSL Cm ©)
E2F STARTTLS Cm
nugss | ]
ms®R0 (25 |
2m |10 | @
wirzker [ Rl @
ArE | |
28 | |
meA | |
2 |
Email &
by Pi NN
Ja BT AR LUS /25 T Email D BE - OFF
Jei i TLS/SSL BT U A DAE /25 FHTLS/SSLN & OFF
J&i ] STARTTLS AU DL F /25 I STARTTLS s A4 75 2. OFF
KA RS A% i NSMTPIR 2% 2= IPHbIE B I8 47 Kl
JIR 5545 i 11 B NSMTPIR 55 i 11 o 25
Ly A N B B ] 10
WIEE R 5 i1 FH P 44 BT IE OFF
4 N SMTP IR 5528 M 44 ol
G B NSMTP IR 5% 3 CLAE MK P 4 I 265 %
-ZLIN iy NAZ M R A o %
F o NAZHIB A 1) AL 7=

YRR A v5.3.0 (2024 £ 7 A 10 H) 141/203



RobustOS # A i B 45 @ f@bUSte|

3.6.6 DDNS

DDNS, 4% Dynamic Domain Name Server, BIZhZAsI 440k 55. DDNS ARSs o tF¥— N BhAs (P ik b
B —A[] 2 B3 A4 AR AT AR SS b, FH P R U 12 I 245 1D B 2 P it R P 3t 2 B8 A AR I A ALK 3
AP M AL B A T RS i BN LIRSS 22, RS B AR 7 11 ST 3R 4k DNS AR 45 I SE I sh A& 38 44 i
#r, B DDNS AR5 fo VR N ENLBNAS 1) WAN IP 23 it — A [ 58 (344, oAt 7 D) ] DL B 5d ik 1 [
SE M A VT S EHL, A Z BT ENAS WAN IP sk, AR KE0AS WAN IP Hihik i ISP B0 -
B “BRss >DDNS” LI E DDNS HIFHK 4, HIRFSFEMEETEIN “DynDNS” .

DDNS

e I5

BBSIZEE  [DynDNS

EAEERE |3

l
[
=l |
[
l

@ @

BEEMEEIP

Rttt Cm ©)

B RSARAtRT T MR AR N, WH RN

~ DDNSEE

== [ [g

EsEnE  (s2y

URL [ ]

BASERH (3 | ®

@

YRR A v5.3.0 (2024 £ 7 A 10 H) 142/203



RobustOS 41t 5

M OCRSSERALE EEE “NO-IP” B, HWIERUWIR:

DDNS

» DDNSES

BRI

@ @

BEMEEIP

anver (O @

4 MRS HALRE 7 kR “33227 I, WHEIRWITR:

DDNS

A DDNSES

EASERE

mEweEr |

s [ T @

DDNS # &
TH 1] Bk
J& H AR 4L LU S F /25 HIDDNS % & . OFF
m‘jﬁ “DynDNS” , “NO-IP” , “33227 E‘Z « E%)\(» .
H 5%
WHVERE | o s tetaiEmE, 4 aum sk arms. | PN
oy 1\ I DDNSHR BRI EHL4 - s
iy 4 H40\ I DDNSH UL T 44 s
220 0 N\ HDDNSHE L1 251 72
I*ﬁﬁ&j—t v5.3.0 (2024 E 7 H 10 H) 143/203



RobustOS # A i B 45 @ f@bUSte|

URL@HEX |, . 23
W5 4 (T N P H € SLURL. 75
BREARIREL | g N K2R 3

5 UK P EﬁlPﬂﬁ%ﬁﬁﬁﬁlﬂﬁﬁﬂégﬂﬂ?ﬁﬁf—iﬁﬁﬁ'ﬂ/&;ﬁéwi&iﬁo =R E BN 2
b PR Y DL S /AR R ZAR T, e T ] FH AR 45 P Sz PRI b 5 OFF
- Y2 W7, 44203.0.113.0/2435 F P [ B AL b D Mkl 5835

AT T A5 267 DDNS (RS .

- DDNSizZS

35 Disabled

bRz
DDNS R
TiH LA
RE S Y HTDDNSHPIRAS .
b VR B s (] o B VR B HT DDNS PR 8]
3.6.7 SSH

AV HE SSH B AL j [a] A5 40V 1] .

SSH

A SSHigE

wo (22 |

S o F |

SSH ix &
by YiEA Bk
Je H B D) USRI /ZE L “SSHT I A1 4% 7 Tfe. OFF
Ui [ gy N ARV ) 3 [ 22
T B ﬁé%w#ﬁ%ﬁ"fﬂulé‘fﬁﬂ\/é—@ﬁﬁ%‘ilﬁo JE G ﬁHF‘KﬁEﬁﬁHﬁH‘E OFF
A4 AN R SSHY 1A A Ve 4 o ik o 475 FH B L) 65 ol 5 AL ZESSHY;

SCREFRA v5.3.0 (2024 457 A 10 HD 144/203



RobustOS # A i B 45 @ f@bUSte|

A~ SARHER

oewn  (AERe | FESEATE | =x |

RAAEEHA

BH P

A AR SR, BRI 2. BN A D IERR I AR A e, H

IN A R

AHE P ] ELESSHS A B«

3.6.8 HBi%

KT REE S OSSR IES, Wk “hiE" JUmiTh.
Z_‘E"“.

1) HE P 0 i I IR S5 BE 2 [a] T TR e I s T P25 o
2) R3010 FIET8013 3 1FH 1% L5,

i

e e | @
- | |
EHRER TR

HE Vi B LN
LR R T BRI T NI, BRALNED. 5

A B T VTG H A N B S 5 o AN B LTS S S A
A 58 A VLECE, R SLRIFI I 550, AULRCIX SEREERT | 2

7. WIREH T .

YRR A v5.3.0 (2024 £ 7 A 10 H) 145/203



RobustOS 41t 5

@ rcbustel

BIEILx
AT BRI ELR

WiEicHE

i |
type Phone Fumber Start Time Duration
out Jan 01 00:01:12 00:00:00
out Jan 01 00:00:50 00;00:00
out Mar 28 19:39:13 00:00;: 00
in Mar 28 19:42:03 00:00:00
out Mar 28 20:06:43 00:00:10
ot Mar 28 20:30:48 00:00:18
out Mar 28 20:3:01 00:00:47
out Jan 01 00:02:01 00:00:00
out Jan 01 00:02:15 00:00: 00
out Mar 29 09:49:00 00:00:13
in Mar 20 09:49:28 00:00: 00
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3.6.13 Smart Roaming V2
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3.7 R4

3.7.1 AR

KAHATAR. ERA RGN RIS HEMSEEE. £ RS > FE4HE > RADERE”
WU ARG .

= 2 @ @@

~ BEicR

BE%R [
r | @

in name resolution (-3} e
2022-10-19 17:00:38 router daemon. err ntpdate[l1664]: no servers can be used, exiting

2022-10-19 17:00:38 router user.notice ntpc_mgmt[1047]: ntp client synchronization failed. Reboot in
1 minute.

2022-10-19 17:01:09 router user. notice nginxg: worker process: smart _roaming is diable

2022-10-19 17:01:38 router daemon. err ntpdatel[l717]: name server carmot be used: Temporary failure
in name resolution (-3}

2022-10-19 17:01:38 router daemon. err ntpdatel[l717]: no servers can be used, exiting

2022-10-19 17:01:38 router user.notice ntpec_memt[1047]: ntp client synchronization failed. Reboot in
1 minute.

2022-10-19 17:01:46 router authpriv. info rospam: pam_uniz(login:session): session opened for user
admin by (uid=0)

2022-10-19 17:01:46 router authpriv. info rospam: pam_uniz(login:session): session closed for user
admin

2022-10-19 17:01:55 router authpriv. info rospam: pam_uniz(login:session): session opered for user
admin by (uid=0)

2022-10-19 17:01:55 router authpriv. info rospam: pam_unizilogin:session): session closed for user
admin

2022-10-19 17:02:02 router user.notice nginx: worker process: smart_roaming is diable

2022-10-19 17:02:38 router daemon. err ntpdate[1797]: name server cannot be used: Temporary failure
in name resolution (-3}

2022-10-19 17:02:38 router daemon. err ntpdatell1797]: no servers can be used, exiting

2022-10-19 17:02:38 router user.notice ntpc memt[1047]: ntp client synchronization failed. Reboot in
1 minute.
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Bl SIM1 Bl i) [, AR N ZROR I E SIM1 RIS 3L

~ BHligE

= (1 ]
SIMk  [SIM1
miEsE | |
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MCC+MNCFB [ ] @
TMIATRS | | ®@
Telnetznl | 0 | @
SEEHAPN [90 ] ®
RExs (g ®
M (25 ®@
i on [
S
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MLEseon, My “9R3 > BIR” e E A%
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T EEHIm A =R, ST

LR — B P 44 :8588; emd1; emd2; cmd3; ... emdn (R AT B335 S 0535545 250

1 5 T A 20— 2589; cmd1; cmd2; cmd3; ... emdn CRIEFIFE & I HG 514 20
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YRR e iN) % 2

1. #hY: ST SIS ER VOB ;8 S R B A S S R ) A S S A

2. cmdl; cmd2; cmd3; ... emdn B R CLI %6 ay 2 kg R —FE. 2451520 “5.1cu A 4g”
T MR HIHLE T T EXMLEEE X 1F, PR (5 195 201 7] LLZEXML B B X i 4

i “RG > SR > SHEECH”  diESHEAy i, sk TR DA XML
P Eiﬁmféﬂu%ﬂxmm#
SHH

A SARSEXH

EHESHIRETIEA RS Cm ©)
wevzos (T @

xMURESH (BB | REREATHE | s |

A~ GBS

BEEFEENSK Cm ®
EE ] Cm ®
nehenE (| Bhg @
XMUEE

XMLECE W { m

A kS

rrzmamnenniire B @

R

XMLAT4:

<lan>

<network max_entry num="2">
<id>1</id>
<interface>lanO</interface>
<ip>172.16.24.24</ip>
<netmask>255.255.0.0</netmask>
<mtu>1500</mtu>

SMSHT2:

set lan network 1 interface lan0

set lan network 1ip 172.16.24.24

set lan network 1 netmask 255.255.0.0
set lan network 1 mtu 1500

TR C47 ) TR ARG B2 A2
AN R

2 . —admin:admin;status system

YRR A v5.3.0 (2024 £ 7 A 10 H) 177/203



RobustOS A1k i 13 @ f@bUSte|

a4 H H P 4 vadmin, Z05 admin, $%5Hil 4 Astatus system, R UIEAR AR B A B & AT LA
R AGIRE -

SMSERICEI LT I 2

hardware_version = 1.1

firmware_version = 3.1.0
firmware_version_full ="3.1.0 (Rev 3199)"
kernel_version =4.9.152

device_model = R1520

serial_number=""

uptime = "0 days, 00:02:55"

system_time = "Thu May 14 05:51:56 2020 (NTP not updated)"
ram_usage = "75M Free/128M Total"

admin:admin;reboot
4 H P 44 ~admin, 2505 Aadmin, 125752 Areboot. KiEIM S RIA K £ 0] DLE JB AR
%o
SMSEEWLE| DA T A
oK

admin:admin;set firewall remote_ssh_access false;set firewall remote_telnet_access false

4 - 4 Aadmin, %9 Hadmin, #5474 Hset firewall remote_ssh_access false;set firewall
remote_telnet_access false. KIEIMLFEAS BIA W & AT LLOC I 7 K 85 L FESSHE AN I FE Telnet i 7] T
fE.
SMSELEI L T A A
OK
OK

admin:admin; set lan network 1 interface lan0;set lan network 1 ip 172.16.24.24;set lan network 1
netmask 255.255.0.0;set lan network 1 mtu 1500

b4 H P 4 vadmin, 249 ~admin, #5474 Nset lan network 1 interface lan0;set lan network
1ip 172.16.24.24;set lan network 1 netmask 255.255.0.0;set lan network 1 mtu 1500, &% 5515 3
AR ATCELAN .

SMSEIR B DA T A2
OK
OK
OK
OK

YRR A v5.3.0 (2024 £ 7 A 10 H) 178/203



RobustOS # A i B 45 @ f@bUSte|

4.2 VPN ECE =B

4.2.1 IPsec VPN

IPsec VPN 7=l #fi#h (AR5 7 5% 7 im 1 IKE 5 SA S & V2 —F0 -
PC1 PC3

LAN & LAN
a IpsecVPN-Server - IpsecVPN-Client
by : g : B - o
-.-\,\ L - - :-_'.'. : __ : -I A \
- _' 5 P \\
# X Fos - : bt
% 10.0.0.0/24 WAN:58.1.1.1° 192.168.1.0/24 R

PC2 et g PC4

IPsecVPN_Server Bt B

Cisco 2811:
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Bouter>enzkle
Boutericonfig
Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, cone per linme. End with CHNTL/Z.
Router (config) fcrypto isakmp policy 10
RBouter {config-isakmp) £?
authentication Set authentication method for protection suite

encryption Set encryption algorithm for protection suite

exit Exit from ISAFMP protection suite configuration mode
group Set the Diffie-Hellman group

hash S5et hash zlgorithm for protection suite

lifetime Set lifetime for ISAKMP security association

no Wegate a command or set its defaults

Router {config-isakmp) fencryption 3des
Router (config-isakmp) $hash md5
Bouter (confiig-isakmp)fauthenticaticon pre-share
Bouter (config-isakmp) #group 2
RBouter (config-isakmp) fexit
Router (config) #crypto isekmp 7
client Set client configuration policy
enable Enzble ISREME
key Set pre-shared key for remote peer
policy Set policy for an ISAEMP protection suite
Router {config) §crypto isakmp key cisco address 0.0.0.0 0.0.0.0

Router {config) fcrypto ?
dynamic-map Specify a dynamic crypto map template

ipsec Configure IPSEC policy
isakmp Configure ISAFMP policy
key Long term key operations
map Enter a crypto map

Bouter (confiqg) §crypto ipsec ?
security—association Security association parameters
transform-set Define transform and settings
Bouter {config) §crypto ipsec transform-set Trans 7
gh-mdS-hmac AH-HMRC-MDS transform
ah-sha-hmac AH-HMRC-SHA transform

esp—3des ESP transform using 3DES (EDE) cipher (168 bits)
esp—aes ESP transform using AZES cipher
esp-des ESP transform using DES cipher (5& bits)

esp-md5-hmac ESP transform using HMAC-MD5 auth
esp—sha-hmac ESP transform using HMRC-SHZ =uth
Bouter (config) fcrypto ipsec transicrm-set Trans esp-3des esp-mdS-hmac

Bouter (config)#ip access-list extended wvpn
Bouter (config-ext-nacl) §permit ip 10.7 . 0.0 0.0.0_255 192 _1653.1.0 0_.0.0_.255
Router (config-ext—nacl) fexit

Bouter {confiqg) fcrypto map cry-map 10 ipsec-isakmp

% NOTE: This new crypto map Will remzsin disabled until z peer
and a walid sccess list have been configured.

Bouter {config-crypto-map) fmatch address wvpn

Router {config-crypto—map) #set transfcrm—set Trans

Bouter (config-crypto-map) §set peer 202 _100.1.1

RBouter (config-crypto—map) fexit

Bouter (confiqg) §interface fastEthernet 0/0

Bouter (config-if)#ip address 58.1.1.1 2Z55_255.255.0

Router {config—if) §cr

Bouter {config-if) #crypto map cry-map

“Jan 3 07:16:26.785: %CRYPTO-6-ISREMP ON OFF: ISAEME is ON
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meEgE  [30es
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| ®
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Bouter>enzkle
Boutericonfig
Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, cone per linme. End with CHNTL/Z.
Router (config) fcrypto isakmp policy 10
RBouter {config-isakmp) £?
authentication Set authentication method for protection suite

encryption Set encryption algorithm for protection suite

exit Exit from ISAFMP protection suite configuration mode
group Set the Diffie-Hellman group

hash S5et hash zlgorithm for protection suite

lifetime Set lifetime for ISAKMP security association

no Wegate a command or set its defaults

Router {config-isakmp) fencryption 3des
Router (config-isakmp) $hash md5
Bouter (confiig-isakmp)fauthenticaticon pre-share
Bouter (config-isakmp) #group 2
RBouter (config-isakmp) fexit
Router (config) #crypto isekmp 7
client Set client configuration policy
enable Enzble ISREME
key Set pre-shared key for remote peer
policy Set policy for an ISAEMP protection suite
Router {config) §crypto isakmp key cisco address 0.0.0.0 0.0.0.0

Router {config) fcrypto ?
dynamic-map Specify a dynamic crypto map template

ipsec Configure IPSEC policy
isakmp Configure ISAFMP policy
key Long term key operations
map Enter a crypto map

Bouter (confiqg) §crypto ipsec ?
security—association Security association parameters
transform-set Define transform and settings
Bouter {config) §crypto ipsec transform-set Trans 7
gh-mdS-hmac AH-HMRC-MDS transform
ah-sha-hmac AH-HMRC-SHA transform

esp—3des ESP transform using 3DES (EDE) cipher (168 bits)
esp—aes ESP transform using AZES cipher
esp-des ESP transform using DES cipher (5& bits)

esp-md5-hmac ESP transform using HMAC-MD5 auth
esp—sha-hmac ESP transform using HMRC-SHZ =uth
Bouter (config) fcrypto ipsec transicrm-set Trans esp-3des esp-mdS-hmac

Bouter (config)#ip access-list extended wvpn
Bouter (config-ext-nacl) §permit ip 10.7 . 0.0 0.0.0_255 192 _1653.1.0 0_.0.0_.255
Router (config-ext—nacl) fexit

Bouter {confiqg) fcrypto map cry-map 10 ipsec-isakmp

% NOTE: This new crypto map Will remzsin disabled until z peer
and a walid sccess list have been configured.

Bouter {config-crypto-map) fmatch address wvpn

Router {config-crypto—map) #set transfcrm—set Trans

Bouter (config-crypto-map) §set peer 202 _100.1.1

RBouter (config-crypto—map) fexit

Bouter (confiqg) §interface fastEthernet 0/0

Bouter (config-if)#ip address 58.1.1.1 2Z55_255.255.0

Router {config—if) §cr

Bouter {config-if) #crypto map cry-map

“Jan 3 07:16:26.785: %CRYPTO-6-ISREMP ON OFF: ISAEME is ON
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Server (Cisco 2811)

Router>enab
Aoutersconfig

Configuriag from tarmimal, mamsry,
Eater configuration commands,
Bouter (config) forypre isakmp policy
Router (config-isekmpi8?
suthentication Set authentication method for protection suite
Set encryption algozizhm £0I PIOTECTiON BULTe
Exic from ISAIOG o
Set the Diffie-Hellman group

Set hash algoriths for protection suite

Set lifetime for ISAIMF security association

©f metwork [termisall?
End wicth CNTL/Z.

one per lime

cont

on suite

Bouter (config-isaksp) thash mdb
authenticatica pre:
Router lconfig-isakmp) #group 2
Router (config-iseksp) fexit
Router (config) fcrypeo isakmp ?
client Set client configuration policy
enable Enable ISANMG

~ RN

*@FA [152.168.10 @
B&FA [255.255.255.0 @

ey Set pre-shared key for remote peer
policy Set policy for an ISAOM protection suite
Router (config) ferypto isakep key cisco address 0.0.0.0 0.0.0.0

Aouter (cenfig) #orypre 7
dymamic-map Specify s dymamic cryptc map tesplate

ipsec figure IPSEC pelicy
isaksy Configure ISARMP poli
key Long term key operaticns
map Enter & crypto map

Router (config) Scrypto ipsec ?
BOCUTiTY-ASSOCIATION SECUrity AESOCLATION pArsmeters
transfore-set Define transform and settings

Routes (config) Scrypte ipsec transform-set Trans 7

5 X e -

ah-sha-tmsc  AH-EMAC-SHA transform
asp-ider ISP transform using JOLS(EDE) cipher (168 bits)
arp-aes ISP transform using ALS cipher

asp-des ISP tzansform using DES cipher (56 bits)

esp-=dS-hmac ISP transform using EMAC-MDS auth

Router (config) $cIypto ipsec transform-set Irans esp-3des esp-mdi-hmac

Router (config) $ip acce
config-ext-nac

config-ext-nacl

st extended vpa
Souter
Aouter

exit

Router
% NOTE:

config) fcrypto map cry-map 10 ipsec-isakmp

This new crypto map will remain dissbled until a peer
and & valid access list have bess configured.
config-crypto-map) fmatch adds vpa
config-crypio-map) iset transform-set Trans
config-crypto-map) fset peer 207.100.1.1
config-crypro-map) fexit

Reuter
Router
Router
Router

0/0
38%.288.385.0

interface fastIthernet
#ip address $8.2.1.1
ez

config-if) forypto map cry-map
“Jam 3 07:16:26.788: VCAYPTO-6-ISANMP_ON_OIT:

config)

ISAMP is ON

ispermit ip 10.7.0.0 0.0.0.258 192 . 168.1.0 0.0.0.288

FaeaaE FAOTKER B0 'S BRSS 280 —

et
WEEAE |MDS
N —
T N
pcen
N T—
BEIDED |
wewams (o ] @

. WERE | 30ES '
38 FASAR Bt ASHE A
MDS
FERRAI—3
pise
saszsm ®
DPDME
DPDEMZE
BREER
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4.2.2 OpenVPN

OpenVPN A S FF% ST P2P CAURF A RIS, AL LA/ i oo ot b T P
PC1 PC3

LAN Ty i LAN
OpenVPN Server °, .'DpenWN Client

m— | interne -
WAN: 202.96.1. 100!24 "* WP.N 58.1.1.1
192.168.2.0/24 i 192.168.1.0/24
PC2 PC4

OpenVPN_Server it B

SEAEAR S5 v A 1% OpenVPN AHIGIE S, % DL N Al E Server:
local 202.96.1.100

mode server

port 1194

proto udp

dev tun

tun-mtu 1500

fragment 1500

caca.crt

cert ServerQ1l.crt

key Server01.key

dh dh1024.pem

server 10.8.0.0 255.255.255.0
ifconfig-pool-persist ipp.txt

push "route 192.168.3.0 255.255.255.0"
client-config-dir ccd

route 192.168.1.0 255.255.255.0
keepalive 10 120

cipher BF-CBC

comp-lzo

max-clients 100

persist-key

persist-tun

status openvpn-status.log

verB 3

e Ui THEEZHEN T, iR ARSI F LI,
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OpenVPN_Client fit &

By “EBHIEEM >0penVPN > O0penVPN” , & U1 R ATR~:
OpenVPN b3 x509

A BE&S

=5l EH ik =5 8 HHY AEss=Eitt E[ER B

M=, ST KRGS 5EK Clientol FIRCE .

#= [1 ]
mn EEN )
i [ciientOl ]
Bt (=rE ®@
s [UDP
wfishott | 202.96.1.100 |
SRl 1194 ]
xR [Tun
BiFAS  (X509ES ®@
messs  [eF
EEEEE | 86400 | @
ERERE |20 | ®
REREEN [ 120 | ®
MTU [lSCID ]
saEs R [140{: ]
fhsaEE [..... ]
2 on [l
BRANAT Cm
BRDNSIE [:m ®@
BEEEEE (3 Boe
ERHMACHIE Cm
EAPKCS#12 Cm
ERnsCertType [:m
LSRN [fragment 1500 ] @

MLEsen, iy “R3 > M7 MRCE AR
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4.2.3 GREVPN

GRE VPN 7~ 41 4«

PC1 PC3
LAN j ' ‘
GRE-1 - 3 GHE 2
/' - e :T.H - ‘ | i
WAN53111 —— W‘“‘“59111
192.168.2.0/24 ¥ . 192.168.1.0/24
PC2 PC4
GRE-1 it B
sl “EBERM >GRE>GRE” , & I AR:
GRE P&
A GREEE
sl =] EiE sl Pibiik +

i, ST ERE 525 GRE-1 [HECE .
A BEgE

Wit | GRE-1] |

i I Pkt

AHRERIIPHELE

[

[
AMEPIFREE | 255.255.255.0

|

mSERIPEE | 10.8.0.2
B AEARSE
BANAT
B [eeesee ]
wiEE  [(TEE Boe

EN KR

MLEseon, iy “9R3 > BIR” MR E A%
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GRE-2 it &
i, ST ERE 528 GRE-2 [IECE .

~ BEgR

msIpit [ 59.1.1.1

AR EHTPHELE [20.3.0.2

AMENFIBE | 255.255.255.0

mSEMIPNE | 10.8.0.2

FEFEtARER
BANAT
=53 [ T— ]
myEaE (TR @

A BiEiES

|
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GRE-1 5 GRE-2  [A] i HC B T Eh i F 1

GRE-1 GRE-2
N — s [
mig [erer | m# [cre2 |
ErTaes | GRE-10BIS/ARIPHaLE  [mawer (oo ]| GRE- 26 BT ARIPHBSE
[Fessuren_[wsor | GRE-140B%EIPiEHE [Fesmeme (050> || GRE-269RKIEIPHEHE
FEHTENG  [255.255.255.0 | RIS
|i§am1m [108.02 | GRE-2649BE1PHtBIE |M1Pm [10.8.0.1 ]lGRE-lE@]FﬁiﬁIPM
= EE I o | RS
CTYA I o | EENAT m
[ Lo ] GRE-155GRE-28% [ o ]
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EL5ECLISGSNE

5.1 cuN4g

WAAITHEHL (CLD s2&—dH3ESAmE, et n —FMRER&SHr 7. H e LE SSH X telnet
SFEREAW S, T AT cL AT E . SRR A EST Telnet B SSH iERE )5, N B MK 5 F1
8L (ERIA admin/admin) , FEAARESHECE AL, WK,

172.16.77.77 - SecureCRT ol o)
File Edit View Options Transfer Script Tools Window Help
53,33 5, 2 2 Erer host <A-R> BH BB3 B%1 0 &
172167777 %
router login: admin
Password:
#
! Comments
add Add a Tist entry of configuration
clear Clear statistics
config configuration operation
debug output debug information to the console
del Delete a 1list entry of configuration
exit Exit from the CLI
help Display an overview of the CLI syntax
ping send messages to network hosts
reboot Halt and perform a cold restart
route Static route modify dynamically, this setting will not be saved
set set system configuration
show show system configuration
status show running system information
tftpupdate Update firmware using tftp
traceroute Print the route packets trace to network host
urlupdate Uﬁdate firmware using http or ftp
ver show version of firmware
#

Default - & Debug All

| Ready Telnet: 172167777 24, 3 24 Rows, 80 Cols V100 cap NuM_ |

BRARE:
Router login: admin

Password: admin

#
CLIfi4:
#? (7 S5 AZERER

! Comments
add Add a list entry of configuration
add_preferred smart roaming add preferred plmn list
clear Clear statistics
config Configuration operation
debug Output debug information to the console
del Delete a list entry of configuration
delete_preferred smart roaming remove all preferred operators
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do Set the level state of the do
exit Exit from the CLI

force_rescan
forget_rplmn
help
ipsec_cert_get
ovpn_cert_get
ping

reboot
saveConfig
select

set

show
show_networks
speedtest

status

tftp_upload_diagnostic

tftpupdate
traceroute
trigger
uninstall
UploadConfig
urlupdate

ver

5.2 mAHEEh

smart roaming network rescan
smart roaming forget rplmn
Display an overview of the CLI syntax
Download IPSec certificate file via http or ftp
Download OpenVPN certificate file via http or ftp
Send messages to network hosts
Halt and perform a cold restart
Save Running Configuration as Default
smart roaming select operator
Set system configuration
Show system configuration
show networks that scanf
speedtest

Show running system information

Generate diagnostic files and upload them using TFTP

Update firmware or configuration file using tftp
Print the route packets trace to network host

Trigger action

Uninstall App

Upload Current UCI Config to FTP Server
Update firmware via http or ftp

Show version of firmware

N SR EE H B S i A B AR B B AR & B RR

/TR Ei::3%)
MA—ANWS 7 SHIEEER.
i :
# config (4% ?")
config Configuration operation
?

# config (AZ5KGHE+?)

commit Save the configuration changes and take effect
changed configuration

save_and_apply  Save the configuration changes and take effect
changed configuration

YRR A v5.3.0 (2024 £ 7 A 10 H) 191/203



Robust0s #i /i sl @ rcbustel
loaddefault Restore Factory Configuration
Cirivc Al AR X P AN, B T RTDARIR “ &), aEwT LA T R aRaE

B HATBE

Syntax error: The command

il A K B+ Tab B

Y A A TR

is not completed
B TE ST AR TE R a2 o
i

# config (1% Enter ##)
Syntax error: The command is not completed

# config (A& HE+Tab 8)
commit save_and_apply loaddefault

#config commit

# config save_and_apply

MSERETA LR, U AUE NIX T 2k 2 A HLE AL
2E: committ flsave_and_apply 1E/H—F#

5.3 EHm%

i iy L iR
Debug Debug parameters T JE 8 5C A debug Dhfig.
Show Show parameters BEGN B YR E .
AR 2 “set” ZERTEBEANSEN), T “add” 2H
Add Add parameters ESHH 5L

e HEXT CU Wi, 152 CL 15-FTFH

5.4 CL BB~

IR R B AR CU BC B 751202 e M TS kA e B LA IiRe, )5 REETA cU s,
a5 %L TR E .

Bl 1. BEZLHEIRE

# status system
hardware_version = 1.1
firmware_version =3.1.0

firmware_version_full ="3.1.0 (Rev 3199)"

kernel_version =4.9.152
device_model = R1520

serial_number =

uptime ="0 days, 00:06:51"

system_time = "Thu May 14 05:55:52 2020 (NTP not updated)"
ram_usage = "74M Free/128M Total"
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Bl 2: FH titp EHE

# tftpupdate (space+?)

firmware New firmware

# tftpupdate firmware (space+?)

String Firmware name

# tftpupdate firmware r1520-firmware-3.1.0.ruf host 192.168.100.99 //%i X\ [l £F 1) 42 7

Downloading

r1520-firmware-5 100% |*******************************|

Flashing
Checking 100%
Decrypting 100%
Flashing 100%
Verifying 100%
Verfify Success
upgrade success

# config save_and_apply

OK

# set

# set (space+?)
cellular
ddns
dido
email
ethernet
event
firewall
gre
ip_passthrough
ipsec
lan
link_manager
ntp
openvpn
reboot
route
serial_port
sms
ssh
syslog
system

Cellular
DDNS
DIDO
Email
Ethernet
Event Management
Firewall
GRE
IP Passthrough
IPSec
Local Area Network
Link Manager
NTP
OpenVPN
Automatic Reboot
Route
Serial
SMS
SSH
Syslog
System

S e

/N RE, FEE AR

5018k 0: 00: 00 ETA
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user_management User Management
web_server Web Server

# set link_management

primary_link Primary Link
Backup_link Backup Link
Backup_mode BackSup Mode
emergency_reBoot Emergency ReBoot
link Link Settings

# set link_management primary_link (space+?)
Enum Primary Link (wwanl/wwan2/wan/wlan)

# set link_management primary_link wwan1 J/EFE “wwanl” 1N BER
OK /] )
set link_manager link 1

type Type

desc Description

connection_type Connection Type

wwan WWAN Settings

static_addr Static Address Settings

pppoe PPPoOE Settings

ping Ping Settings

nat_enable NAT Enable

mtu MTU

weight Weight

upload_bandwidth Upload Bandwidth

download_bandwidth Download Bandwidth

dnsl_overrided Overrided Primary DNS

dns2_overrided Overrided Secondary DNS

debug_enable Debug Enable

verbose_debug_enable Verbose Debug Enable

# set link_manager link 1 type wwanl
OK
# set link_manager link 1 wwan

auto_apn Automatic APN Selection
apn APN
username Username
password Password
dialup_numBer Dialup NumBer
auth_type Authentication Type
data_allowance Data Allowance
Billing_day Billing Day
# set link_manager link 1 wwan switch_By data_allowance true
OK
#
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# set link_manager link 1 wwan data_allowance 100 YpibNg e dicabiN S AEPISS
OK /1B T

# set link_manager link 1 wwan Billing_day 1 /1B R AR ERTH

OK /1 E T

# config save_and_apply

OK [ITRAFFE N H AT, 5 AR

Bl a: BLEDIKK

# set Ethernet port_setting 2 port_assignment lan0 /W EZR2 (ethl) Alan0
OK

# config save_and_apply J/EHC B AR

OK

~Fl 5. BER/EM P ik

# show lan all
network {
id=1
interface = lan0
ip=192.168.0.1
netmask = 255.255.255.0
mtu = 1500
dhcp {
195umber = true
mode = server
relay_server =“”
pool_start =192.168.0.2
pool_end =192.168.0.100
netmask = 255.255.255.0

un

router =

un

primary_dns =

un

secondary_dns =
wins_server = “”
lease_time =120
aun

expert_options =
debug_enable = false

vlan_id=0
}
#
# set lan (space+?)
network Network Settings
multi_ip  Multiple IP Address Settings
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# set lan network 1(space+?)
interface Interface

ip IP Address
netmask  Netmask

mtu MTU

dhcp DHCP Settings

Vlan_id VLAN ID
# set lan network 1 interface lan0

OK

# set lan network 1ip 172.16.24.24 [N RIS E 1P Huhk
OK [/ BRI

# set lan network 1 netmask 255.255.0.0

OK

#

# config save_and_apply

OK VP4 e DA ST 0N W A e .

# show cellular all
sim {

id=1

card =siml

phone_number =""
pin_code =
extra_at_cmd =

telnet_port=0
network_type = auto
band_select_type = all
band_settings {
gsm_850 = false
gsm_900 = false
gsm_1800 = false
gsm_1900 = false
wcdma_800 = false
wcdma_850 = false
wcdma_900 = false
wcdma_1900 = false
wcdma_2100 = false
wcdma_1700 = false
wcdma_band19 = false
Ite_band1 = false
Ite_band2 = false
Ite_band3 = false
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Ite_band4 = false
Ite_band5 = false
Ite_band7 = false
Ite_band8 = false
Ite_band13 = false
Ite_band17 = false
Ite_band18 = false
Ite_band19 = false
Ite_band20 = false
Ite_band21 = false
Ite_band25 = false
Ite_band28 = false
Ite_band31 = false
Ite_band38 = false
Ite_band39 = false
Ite_band40 = false
Ite_band41 = false

}

telit_band_settings {
gsm_band =900_and_1800
wcdma_band = 1900

}

debug_enable = true

verbose_debug_enable = false

}
# set(space+space)
cellular ddns dido
event firewall gre
12tp lan link_manager
pptp reboot route
ssh syslog system
# set cellular(space+?)
sim SIM Settings
# set cellular sim(space+?)
Integer Index (1..1)
}
# set cellular sim 1(space+?)
card SIM Card
phone_number Phone Number
pin_code PIN Code
extra_at_cmd Extra AT Cmd
telnet_port Telnet Port
network_type Network Type

band_select_type Band Select Type

band_settings Band Settings

email ethernet
ip_passthrough  ipsec

ntp openvpn
serial_port sms

user_management web_server
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telit_band_settings Band Settings

debug_enable Debug Enable

verbose_debug_enable  Verbose Debug Enable
# set cellular sim 1 phone_number 18620435279
OK

# config save_and_apply

OK /] DRAFIERL TR &, A AR
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5B 6 EANIFR

%5 RS

AC Alternating Current

APN Access Point Name of GPRS Service Provider Network
ASCII American Standard Code for Information Interchange
CE Conformité Européene (European Conformity)
CHAP Challenge Handshake Authentication Protocol

CLl Command Line Interface for Batch scripting

CsD Circuit Switched Data

CTS Clear to Send

dB DeciBel

dBi DeciBel Relative to an Isotropic radiator

DC Direct Current

DCD Data Carrier Detect

DCE Data Communication Equipment (typically modems)
DCS 1800 Digital Cellular System, also referred to as PCN

DI Digital Input

DO Digital Output

DSR Data Set Ready

DTE Data Terminal Equipment

DTMF Dual Tone Multi-frequency

DTR Data Terminal Ready

EDGE Enhanced Data rates for GloBal Evolution of GSM and 1S-136
EMC Electromagnetic CompatiBility

EMI Electro-Magnetic Interference

ESD Electrostatic Discharges

ETSI European Telecommunications Standards Institute
EVDO European Telecommunications Standards Institute
FDD LTE Frequency Division Duplexing Long Term Evolution
GND Ground

GPRS General Packet Radio Service

GRE generic route encapsulation

GSM GloBal System for MoBile Communications

HSPA High Speed Packet Access

ID identification data

IMEI International MoBile Equipment Identification

IP Internet Protocol

IPsec Internet Protocol Security

kBps kBits per second
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L2TP Layer 2 Tunneling Protocol

LAN local area network

LED Light Emitting Diode

M2M Machine to Machine

MAX Maximum

Min Minimum

MO Mobile Originated

MS Mobile Station

MT Mobile Terminated

OpenVPN Open Virtual Private Network

PAP Password Authentication Protocol

PC Personal Computer

PCN Personal Communications Network, also referred to as DCS 1800
PCS Personal Communication System, also referred to as GSM 1900
PDU Protocol Data Unit

PIN Personal Identity Number

PLCs Program Logic Control System

PPP Point-to-point Protocol

PPTP Point to Point Tunneling Protocol

PSU Power Supply Unit

PUK Personal Unblocking Key

R&TTE Radio and Telecommunication Terminal Equipment
RF Radio Frequency

RTC Real Time Clock

RTS Request to Send

RTU Remote Terminal Unit

Rx Receive Direction

SDK Software Development Kit

SIM Subscriber identification module

SMA antenna Stubby antenna or Magnet antenna

SMS Short Message Service

SNMP Simple Network Management Protocol

TCP/IP Transmission Control Protocol / Internet Protocol
TE Terminal Equipment, also referred to as DTE

Tx Transmit Direction

UART Universal Asynchronous Receiver-transmitter
UMTS Universal Mobile Telecommunications System
USB Universal Serial Bus

ussD Unstructured Supplementary Service Data

VDC Volts Direct Current

VLAN Virtual Local Area Network

VPN Virtual Private Network
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VSWR Voltage Stationary Wave Ratio
WAN Wide Area Network
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